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Title  18 — Conservation  of  Power  and 
Water  Resources 

CHAPTER  I— FEDERAL  POWER 
COMMISSION 

(Docket  No.  RM76-4:  Order  No.  636] 

PART  3l>— COLLECTION,  MAINTENANCE, 
USE,  AND  DISSEMINATION  OF  REC¬ 
ORDS  OF  IDENTIFIABLE  PERSONAL  IN¬ 
FORMATION 

September  23,  1975. 

On  August  13,  1975,  the  Commission 
issued  a  Notice  proposing  the  adoption  of 
rules  governing  records  of  identifiable 
personal  information.  The  notice  was 
published  in  the  Federal  Register  on 
August  20,  1975  (40  FR  36545)  with  op¬ 
portunity  for  public  comment  by  Sep¬ 
tember  22,  1975.  The  rules  provide, 
among  other  things,  the  standards  for 
the  collection  and  maintenance  of  Com¬ 
mission  records  containing  identifiable 
personal  information,  and  procedures  for 
the  notification  of,  access  to,  and  amend¬ 
ment  of  such  records  and  for  disclosure 
of  such  records  to  individuals  other  than 
those  to  whom  the  records  pertain.  The 
purpose  of  the  adoption  of  the  rules  is 
to  conform  Commission  procedures  to 
the  requirements  of  the  Mvacy  Act  of 
1974,  Pub.  L.  No.  93-579,  88  Stat  1896. 

No  major  changes  have  been  made  to 
the  notice  of  proposed  rulemaking. 

The  Commission  finds: 

( 1 )  The  notice  and  opportunity  to  p€u:- 
ticipate  in  this  rulemaking  proceeding 
with  respect  to  the  matters  presently  be¬ 
fore  tills  Commission  through  the  stfii- 
mission,  in  writing,  of  data,  views,  com¬ 
ments,  and  suggestions  are  in  accordance 
with  the  procedural  requirements  pre¬ 
scribed  by  5  U.S.C.  553. 

(2)  In  view  of  the  Intent  of  Pub.  L.  No. 
93-579  that  the  rules  adopted  herein  be¬ 
come  effective  on  September  27.  1975, 
good  cause  exists  for  making  them  effec¬ 
tive  on  that  date. 

(3)  The  adoption  of  the  rules  as  pre¬ 
scribed  herein  are  necessary  and  appro¬ 
priate  for  the  administratkm  of  the  Fed¬ 
eral  Power  Act  and  the  Natural  Oas  Act 

The  Commission,  acting  pursuant  to 
the  provisions  of  the  Federal  Power  Act. 
as  amended,  particularly  section  309  (49 
Stat.  858-859;  16  n.S.C.  825h).  the 
Natural  Qas  Act,  as  amended,  particu¬ 
larly  Section  16  (52  Stat  830;  15  n.S.C. 
7170),  and  Pub  L.  No.  93-579  (88  Stat. 
1896)  orders: 

(A)  Part  3b,  Subchapter  A,  Chapter  I, 
Title  18  of  the  Code  of  Federal  Regula¬ 
tions  is  adopted  to  read  as  follows: 
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Subfiart  A — General 
§  3b.l  Purpose. 

Part  3b  describes  the  Federal  Power 
Commission’s  program  to  implement  the 
provisions  of  the  Privacy  Act  of  1974 
(Pub.  L.  No.  93-579,  88  Stat.  1896)  to 
allow  individuals  to  have  a  say  in  the 
collection  and  use  of  information  which 
may  be  used  in  determinations  affecting 
them.  The  program  is  structured  to  per¬ 
mit  an  indivldiial  to  detmnine  vdiat 
records  pertaining  to  him  and  filed  imder 
his  individual  name,  or  some  other  idoi- 
tifying  particular,  are  collected,  main¬ 
tained.  used  or  disseminated  by  the  Com¬ 
mission,  to  permit  him  access  to  such 
records,  and  to  correct  or  amend  them, 
and  to  provide  that  the  Commission 
collect,  use,  maintain  and  disseminate 
such  information  in  a  lawful  manner  for 
a  necessary  purpose. 

§  3b.2  Definitions. 

In  this  part: 

(a)  “Agency”,  as  defined  in  5  U.S.C. 
551(1)  as  “•  •  •  each  authority  of  the 
Government  of  the  United  States, 
whether  or  not  it  is  within  or  subject  to 
review  by  another  agency,  *  •  includes 
any  executive  department,  militiur  de¬ 
partment,  Government  corporaticm, 
Government  controlled  corporation,  or 
other  establishment  in  the  executive 
branch  of  the  Government  (including  the 
Executive  Office  of  the  President),  or 
any  independent  regulatory  agency  [5 
U.S.C.  652(e)]; 

(b)  “Individual”  means  a  citizen  of  the 
United  States  or  an  alien  lawfully  ad¬ 
mitted  for  permanent  residence; 

(c)  “Maintain”  includes,  maintain, 
collect,  use,  or  disseminate; 

(d)  “Record”  means  any  item,  col¬ 
lection  or  grouping  of  information 
about  an  individual  that  is  maintained 
by  an  agency,  including,  but  not  limited 
to,  his  education,  financial  transactions, 
medical  history,  and  criminal  or  employ¬ 
ment  history  and  that  contains  his  name, 
or  the  identifsring  number,  symbol,  or 
other  identifying  particular  assigned  to 
the  individual,  such  as  a  finger  or  voice 
print  or  a  photograph; 

(e)  “System  of  records”  means  a  group 
of  any  records  under  the  control  of  any 
agency  from  which  information  is  re¬ 
trieved  by  the  name  of  the  individual  or 


other  identifying  particular  assigned  to 
the  individual; 

(f)  “Statistical  record”  means  a  rec¬ 
ord  in  a  system  of  records  maintained  for 
statistical  research  or  reporting  pur¬ 
poses  only  and  not  used  in  whole  or  In 
part  in  making  any  determination  about 
an  identifiable  individual,  except  as  pro¬ 
vided  by  section  8  of  title  13  of  the 
United  States  Code; 

(g)  “Routine  use”  means,  with  respect 
to  the  disclosure  of  a  record,  the  use  of 
such  record  for  a  purpose  which  is  com¬ 
patible  with  the  purpose  for  which  it 
was  collected;  and 

(h)  “Disclosure”  means  either  the 
transmittal  of  a  copy  of  a  record  or  the 
granting  of  access  to  a  record,  by  oral, 
written,  electronic  or  mechanical  com¬ 
munication. 

§  3b.3  Notice  requirements. 

(a)  The  Commission  will  publish  at 
least  annually  in  the  Federal  Register  a 
notice  identifying  the  systems  of  records 
currently  maintained  by  the  Commis¬ 
sion.  For  each  system  of  records,  the 
notice  will  include  the  following  infor¬ 
mation: 

(1)  The  name  and  location  of  the  sys¬ 
tem; 

(2)  The  categories  of  individuals  on 
whom  records  are  maintained  in  the  sys¬ 
tem; 

(3)  The  categories  of  records  main¬ 
tained  in  the  system; 

(4)  The  specific  statutory  provision 
or  executive  order,  or  rule  or  regulation 
issued  pursuant  thereto,  authoring  the 
maintenance  of  the  iirformation  con¬ 
tained  in  the  system; 

(5)  Each  routine  use  of  the  records 
contained  in  the  system,  including  the 
categories  of  users  and  the  purposes  of 
such  use; 

(6)  The  policies  and  practices  regard¬ 
ing  the  storage,  retrievability,  access  con¬ 
trols,  and  retention  and  disposal  of  the 
records; 

(7)  The  title  and  business  address  of 
the  Commission  official  who  is  respon¬ 
sible  for  the  system  of  records; 

(8)  The  procedxires  whereby  an  indivi¬ 
dual  can  foe  notified  at  his  request  if  the 
system  of  records  contains  a  record  per¬ 
taining  to  him; 

(9)  The  proeedures  udiereby  an  indi¬ 
vidual  can  be  notified  at  his  request  how 
he  can  gain  access  to  any  record  per¬ 
taining  to  him  contained  in  tiie  syrtem 
of  records,  and  how  he  can  contest  its 
contents;  and 

(10)  The  categories  of  sources  of  rec¬ 
ords  in  the  system. 

(b)  At  least  thirty  days  prior  to  its 
operation,  the  Gominission  wiU  publish 
in  the  Federal  Register  a  notice  of  its 
intention  to  establish  a  new  system  of 
records  reciting  the  Information  required 
pursuant  to  paragraphs  (a)  (I)-(IO)  of 
this  s^ion  and  notice  of  any  major 
change  to  an  existing  system. 

(c)  The  Commission  wlU  pifblish  in  the 
Federal  Register  a  notice  of  its  intention 
to  establish  any  new  or  intended  routine 
use  of  the  information  in  an  existing  sys- 
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to  the  disclosure  of  the  record  for  that 
routine  use.  A  new  routine  use  is  one 
which  involves  disclosure  of  records  for 
a  new  purpose  compatible  with  the  pur¬ 
pose  for  which  the  record  is  maintained 
or  which  involves  disclosure  to  a  new 
recipient  or  category  of  recipients.  At  a 
minimum,  the  notice  will  contain  the  fol¬ 
lowing  information: 

( 1)  The  name  of  the  system  of  records 
for  which  the  routine  use  is  to  be  estab¬ 
lished: 

(2)  The  authority  authorizing  the 
maintenance  of  the  information  con¬ 
tained  in  the  system; 

(3)  The  categories  of  records  main¬ 
tained  in  the  system; 

(4)  The  proposed  routine  use(s) ; 

(5)  The  categories  of  recipients  for 
each  proposed  routine  use;  and 

(6)  Reference  to  the  public  notice  in 
the  Federal  Register  under  which  the 
existing  system  had  already  been  pub¬ 
lished. 

§  3b.4  Government  contractors. 

Systems  of  records  operated  by  a  con¬ 
tractor,  pursuant  to  a  “contract,”  on  be¬ 
half  of  the  Commission,  which  are  de¬ 
signed  to  accomplish  a  Commission  func¬ 
tion,  are  considered,  for  the  purposes  of 
this  part,  to  be  maintained  by  the  Com¬ 
mission.  A  “contract”  covers  any  con¬ 
tract,  written  or  oral,  subject  to  the  Fed¬ 
eral  Procurement  Regulations.  The  con¬ 
tractual  instrument  will  specify,  to  the 
extent  consistent  with  the  Commission’s 
authority  to  require  it,  that  the  systems 
of  records  be  maintained  in  accordance 
with  the  requirements  of  this  part. 

§  3b.5  Legal  guardians. 

For  the  purposes  of  this  part,  the  par¬ 
ent  of  any  minor,  or  the  legal  guardian 
of  any  individual  who  has  been  declared 
to  be  incompetent  due  to  physical  or 
mental  incapacity  or  age  by  a  court  of 
competent  jurisdiction,  may  act  on  be¬ 
half  of  the  individual. 

Subpart  B — Standards  for  Maintenance 
and  Collection  of  Records 

§  3b.  201  Content  of  Records. 

(a)  All  records  which  are  maintained 
by  the  Commission  in  a  system  of  records 
will  contain  only  such  information  about 
an  individual  that  is  relevant  and  neces¬ 
sary  to  accomplish  a  purpose  of  the 
Commission  as  required  to  be  accomp¬ 
lished  by  statute  or  by  executive  order  of 
the  President.  Pursuant  to  section  3b.3 
(a)  (4)  of  this  part,  the  Commission  will 
identify  in  the  Federal  Register  the 
specific  provisions  in  law  which  author¬ 
ize  it  to  maintain  information  in  a  system 
of  records.  In  determining  the  “rele¬ 
vance”  and  “necessity”  of  records,  the 
following  considerations  will  govern: 

(1)  Whether  each  item  of  information 
relates  to  the  purposes,  in  law,  for  which 
the  system  is  maintained; 

(2)  The  adverse  consequences,  if  any, 
of  not  collecting  the  information; 

(3)  Whether  the  need  for  the  infor¬ 
mation  could  be  met  through  the  main¬ 
tenance  of  the  information  in  a  non-in- 
dividually  identifiable  form; 


(4)  Whether  the  information  in  the 
record  is  required  to  be  collected  on  every 
individual  who  is  the  subject  of  a  record 
in  the  system  or  whether  a  sampling  pro¬ 
cedure  would  suflSce; 

(5)  The  length  of  time  it  is  necessary 
to  retain  the  information; 

(6)  The  financial  cost  of  maintaining 
the  record  as  compared  to  the  adverse 
consequences  of  not  maintaining  it;  and 

(7)  Whether  the  information,  while 
generally  relevant  and  necessary  to  ac¬ 
complish  a  statutory  purpose,  is  specifi¬ 
cally  relevant  and  necessary  only  in  cer¬ 
tain  cases. 

(b)  All  records  which  the  Commission 
maintains  in  a  system  of  records  and 
which  are  used  to  make  a  determination 
about  an  individual  will  be  maintained 
with  such  accuracy,  relevance,  timeliness, 
and  completeness  as  is  reasonably  neces¬ 
sary  to  assure  fairness  to  the  individual 
in  the  determination.  Where  practicable, 
in  questionable  instances,  reverification 
of  pertinent  information  with  the  in¬ 
dividual  to  whom  the  record  pertains  may 
be  appropriate.  In  pursuit  of  “complete¬ 
ness”  in  the  collection  of  information,  the 
Commission  will  limit  its  records  to  those 
elements  of  information  which  clearly 
bear  on  the  determination  for  which  the 
records  are  intended  to  be  used,  assuring 
that  all  elements  necessary  to  the  deter¬ 
mination  are  present  before  the  determi¬ 
nation  is  made. 

(c)  Prior  to  disseminating  any  records 
in  a  system  of  records,  the  Commission 
will  make  reasonable  efforts  to  assure 
that  such  records  are  as  accurate, 
relevant,  timely,  and  complete  as  appro¬ 
priate  for  the  purposes  for  which  they  are 
collected  and/or  maintained,  except  when 
they  are  disclosed  to  a  member  of  the 
public  under  the  Freedom  of  Informa¬ 
tion  Act,  5  U.S.C.  552,  as  amended,  or  to 
another  agency. 

(d)  No  records  of  the  Commission  in  a 
system  of  records  shall  describe  how  any 
individual  exercises  his  Rrst  Amendment 
rights  unless  expressly  authorized  by 
statute  or  by  the  individual  about  whom 
the  record  is  maintained  or  unless  per¬ 
tinent  to  and  within  the  scope  of  an  au¬ 
thorized  law  enforcement  activity.  The 
exercise  of  these  rights  includes,  but  is 
not  limited  to,  religious  and  political 
beliefs,  freedom  of  speech  and  of  the 
press,  and  freedom  of  assembly  and  peti¬ 
tion.  In  determining  whether  or  not  a 
particular  activity  constitutes  the  exer¬ 
cise  of  a  right  guaranteed  by  the  First 
Amendment,  the  Commission  will  apply 
the  broadest  reasonable  interpretation. 

§  3b.202  Collection  of  information  from 
individuals  concerned. 

(a)  Any  information  collected  by  the 
Commission  for  inclusion  in  a  system  of 
records  which  may  result  in  adverse  de¬ 
terminations  about  an  individua.rs 
rights,  benefits,  and  privileges  under  F^- 
eral  programs,  will,  to  the  greatest  extent 
practicable,  be  collected  directly  from  the 
subject  individual  [see  paragraph  (d)  of 
this  section]. 

(b)  The  Commission  will  inform  each 
individual  whom  it  asks  to  supply  infor¬ 
mation  about  himself,  on  the  form  which 
it  uses  to  collect  the  information,  or  on  a 


separate  sheet  that  can  be  easily  re¬ 
tained  by  the  individual,  in  language 
which  is  explicit,  informative,  and  easily 
Understood,  and  not  so  lengthy  as  to 
deter  an  individual  from  reading  it,  of: 

(1)  The  ^ecific  provision  of  the  stat¬ 
ute  or  executive  order  of  the  President, 
including  the  brief  title  or  subject  of 
that  statute  or  order  which  authorizes 
the  solicitation  of  the  infonoation; 
whether  disclosure  of  such  information 
is  mandatory  or  voluntary;  and  whether 
the  Commission  is  authorized  or  required 
to  impose  penalties  for  failing  to  re¬ 
spond; 

(2)  The  principal  purpose  or  purposes 
for  which  the  information  is  intended 
to  be  used; 

(3)  'The  routine  uses  which  may  be 
made  of  the  information,  as  described 
in  the  Federal  Register  in  the  notice  of 
the  system  of  records  in  which  the  in¬ 
formation  is  maintained,  and  which  are 
relatable  and  necessary  to  a  purpose  de¬ 
scribed  pursuant  to  paragraph  (b)(2)  of 
this  section;  apd 

(4)  The  effects  (beneficial  and  ad¬ 
verse)  on  the  individual  if  any,  of  not 
providing  all  or  any  part  of  the  re¬ 
quested  information. 

(c)  Social  security  numbers  will  not 
be  required  from  individuals  whom  the 
Commission  asks  to  supply  information 
unless  the  disclosure  of  the  number  is 
required  by  Federal  statute  or  unless 
disclosure  is  to  the  Commission  main¬ 
taining  a  system  of  records  in  existence 
and  operating  before  January  1,  1975,  if 
such  disclosure  was  required  pursuant 
to  a  statute  or  regulation  adopted  prior 
to  such  date  to  verify  the  identity  of  an 
individual.  When  an  individual  is  re¬ 
quested  to  disclose  his  social  security 
number  to  the  Commission,  he  will  be 
informed  under  what  statutory  or  other 
authority  such  number  is  solicited,  What 
uses  will  be  made  of  it,  whether  dis¬ 
closure  is  mandatory  or  voluntary,  and 
if  it  is  mandatory,  imder  what  provisions 
of  law  or  regulation. 

(d)  The  use  of  third-party  sources 
to  collect  information  about  an  individ¬ 
ual  may  be  appropriate  in  certain  cir¬ 
cumstances.  In  determining  when  the 
use  of  third-party  sources  would  be  ap¬ 
propriate,  the  following  considerations 
will  govern: 

(1)  When  the  information  needed  can 
only  be  obtained  from  a  third  party; 

(2)  When  the  cost  of  collecting  the 
information  directly  from  the  individual 
concerned  far  exceeds  the  cost  of  col¬ 
lecting  it  from  a  third  party; 

(3)  When  there  is  little  risk  that  the 
information  proposed  to  be  collected 
from  the  third  party,  if  inaccurate, 
could  result  in  an  adverse  determina¬ 
tion  about  the  individual  concerned. 

(4)  When  ^ there  is  a  need  to  insure 
the  accuracy*  of  information  supplied  by 
an  individual  by  verifying  it  with  a 
third  party,  or  there  is  a  need  to  obtain 
a  qualitative  assessment  of  the  individ¬ 
ual’s  capabilities  or  character:  or 

(5)  When  there  are  provisions  for  ver¬ 
ifying  any  third-party  information  with 
the  individual  concerned  before  making 
a  determination  based  on  that  informa¬ 
tion. 
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Third  par^  sources,  where  feasible, 
will  be  i^onned  of  the  piirposes  for 
which  information  which  they  are  asked 
to  provide  will  be  used.  In  appropriate 
circumstances,  pursuant  to  5  U.S.C.  552a 
(k)  (2),  (5),  and  (7),  the  Commission 
may  assure  a  third  party  that  his  identity 
will  not  be  revealed  to  the  subject  of  the 
collected  information. 

§  3b.20^  Rules  of  conduct. 

(a)  The  Executive  Director  of  the 
Commission  has  the  overall  administra¬ 
tive  responsibility  for  implementing  the 
provisions  of  the  Privacy  Act  of  1974  and 
overseeing  the  conduct  of  all  Commission 
employees  with  respect  to  the  Act. 

(b)  It  is  the  responsibility  of  the 
Comptroller  of  the  Commission,  under 
the  guidance  of  the  Executive  Director, 
to  prepare  the  appropriate  internal  ad¬ 
ministrative  procedures  to  assure  that 
all  persons  involved  in  the  design,  de¬ 
velopment  or  operation  of  any  system  of 
records,  or  in  collecting,  using,  or  dis¬ 
seminating  any  individual  record,  and 
who  have  access  to  any  system  of  records, 
are  informed  of  all  rules  and  require¬ 
ments  of  the  Commission  to  protect  the 
privacy  of  the  individuals  who  are  the 
subjects  of  the  records,  including  the  ap¬ 
plicable  provisions  of  the  PPC  Standards 
of  Conduct  for  Employees,  Special  Gov¬ 
ernment  Employees  and  Commissioners, 
specifically  18  CFR  3.207(e)  and  3.228 
(d). 

(c)  The  Director,  Office  of  Personnel 
Programs,  is  responsible  for  establishing 
and  conducting  an  adequate  training 
program  for  such  persons  whose  official 
duties  require  access  to  and  collec¬ 
tion,  maintenance,  use,  and  dissemina¬ 
tion  of  such  records. 

(d)  The  General  Counsel  of  the  Com¬ 
mission  is  responsible  for  providing  legal 
interpretation  of  the  Privacy  Act  of  1974, 
and  for  preparing  all  agency  rules  and 
notices  for  official  publication  in  com¬ 
pliance  with  the  Act. 

(e)  Commission  employees  will  be  in¬ 
formed  of  all  the  implications  of  their 
actions  in  this  area,  including  especially : 

(1)  That  there  are  criminal  penalties 
for  knowing  and  willful  unauthorized 
disclosure  of  material  within  a  system 
of  records;  for  willful  failure  to  publish 
a  public  notice  of  the  existence  of  a  sys¬ 
tem  of  records;  and  for  knowingly  and 
willfully  requesting  or  obtaining  records 
under  false  pretenses; 

(2)  That  the  Commission  may  be 
subject  to  civil  suit  due  to  failure  to 
amend  an  individual’s  record  in  accord¬ 
ance  with  his  request  or  failure  to  review 
his  request  in  conformity  with  §  3b.224; 
refusal  to  comply  with  an  individual’s  re¬ 
quest  of  access  to  a  record  imder 
§  3b.221;  willful  or  intentional  failure  to 
maintain  a  record  accurately  pursuant  to 
§  3b.201(b)  and  consequently  a  deter¬ 
mination  is  made  which  is  adverse  to  the 
individual;  or  willful  or  intentional 
failure  to  comply  with  any  other  pro¬ 
vision  of  the  Privacy  Act  of  1974,  or  any 
rule  promulgated  thereimder,  in  such  a 
way  as  to  have  an  adverse  effect  upon  an 
individual. 


§  3b.204  Safeguarding  information  in 
manual  and  computer-liased  record 
systems. 

(a)  The  administrative  and  physical 
controls  to  protect  the  information  in  the 
manual  and  computer-based  record  sys¬ 
tems  from  unauthorized  access  or  discloo 
sure  will  be  specified  for  each  system  in 
the  Federal  Register.  The  system  man¬ 
agers,  who  are  responsible  for  providing 
protection  and  accountability  of  such 
records  at  all  times  and  for  insuring  that 
the  records  are  secured  in  proper  con¬ 
tainers  whenever  they  are  not  in  use  or 
under  direct  ccmtrol  of  authorized  per¬ 
sons,  will  be  identified  for  each  system 
of  records  in  the  Federal  Register. 

(b)  Whenever  records  in  the  manual 
or  computer-based  record  systems,  in¬ 
cluding  input  and  output  documents, 
punched  cards,  and  magnetic  tapes  or 
disks,  are  not  under  the  personal  control 
of  an  authorized  person,  they  will  be 
stored  in  lockable  containers  and/or  in  a 
secured  room,  or  in  alternative  storage 
systems  which  furnish  an  equivalent  or 
greater  degree  of  physical  security.  In 
this  regard,  the  Commission  may  refer  to 
security  guidelines  prepared  by  the  Gen¬ 
eral  Services  Administration,  the  Depart¬ 
ment  of  Commerce  (National  Bureau  of 
Standards),  or  other  agencies  with  ap¬ 
propriate  knowledge  and  expertise. 

(c)  Access  to  and  use  of  records  will 
only  be  permitted  to  persons  pursuant 
to  §§  3b.221,  3b.224,  and  3b.225.  Access 
to  areas  where  records  are  stored  will  be 
limited  to  those  persons  whose  official 
duties  require  work  in  such  areas.  Proper 
control  of  data,  in  any  form,  associated 
with  the  manual  and  computer-based 
record  systems  will  be  maintained  at  all 
times,  including  maintenance  of  an  ac¬ 
counting  of  removal  of  the  records  from 
the  storage  area. 

Subpart  C — Rules  for  Disclosure  of 
Records 

§  3b.220  Notification  of  maintenance  of 
records  to  individuals  concerned. 

(a)  Upon  written  request,  either  in 
person  or  by  mail,  to  the  appropriate 
system  manager  specified  for  each  sys¬ 
tem  of  records,  an  individual  will  be 
notified  whether  a  system  of  records 
maintained  by  the  Commission  and 
named  by  the  individual  contains  a  rec¬ 
ord  or  records  pertaining  to  him  and  filed 
under  his  individual  name,  or  some  other 
identifying  particular. 

(b)  The  system  manager  may  require 
appropriate  identification  pursuant  to 
§  3b.222,  and  if  necessary,  may  request 
from  the  individual  additional  informa¬ 
tion  needed  to  locate  the  record  which 
the  individual  should  reasonably  be  ex¬ 
pected  to  know,  such  as,  but  not  limited 
to,  date  of  birth,  place  of  birth,  and  a 
parent’s  first  name. 

(c)  When  practicable,  the  system  man¬ 
ager  will  provide  a  written  acknowledge¬ 
ment  of  the  inquiry  within  ten  days  of 
receipt  of  the  inquiry  (excluding  Satur¬ 
days,  Sundays  and  legal  public  holidays) 
and  notification  of  whether  or  not  a  sys¬ 
tem  of  records  maintained  by  the  Com¬ 


mission  and  named  by  the  individual 
contains  a  record  pertaining  to  him  and 
filed  under  his  individual  name  or  some 
other  Identifying  particular.  If  the  sys¬ 
tem  manager  is  unable  to  provide  an  an¬ 
swer  within  the  ten-day  period,  he  will 
so  inform  the  individual  in  writing,  stat¬ 
ing  the  reasons  therefor  (for  good  cause 
shown  )j  and  when  it  is  anticipated  that 
notification  will  be  made.  Such  an  exten¬ 
sion  will  not  exceed  fifteen  days  from 
receipt  of  the  inquiry  (excluding  Satur¬ 
days,  Sundays,  and  legal  public  holi¬ 
days)  . 

(d)  “For  good  cause  shown”,  as  used 
in  all  sections  of  this  part,  includes  cir¬ 
cumstances  such  as  the  following:  where 
a  search  for  and/or  collection  of  re¬ 
quested  records  from  inactive  storage, 
field  offices,  or  other  establishments  is 
required:  where  a  voluminous  amount  of 
data  is  involved;  where  information  on 
other  individuals  must  be  separated  or 
expunged  from  the  record;  or  where 
consultations  are  required  with  other 
agencies  or  with  others  having  a  sub¬ 
stantial  interest  in  the  determination  of 
the  request. 

§  3b.221  Access  of  records  to  individuals 

concerned. 

(a)  Upon  written  request,  either  in 
person  or  by  mail,  to  the  appropriate 
system  manager  specified  for  each  sys¬ 
tem  of  records,  any  individual  may  gain 
access  to  records  or  information  in  a  sys¬ 
tem  of  records  pertaining  to  him  and 
filed  under  his  individual  name,  or  some 
other  identifying  particular,  to  review 
and  to  have  a  copy  made  of  all  or  any 
portion  thereof  in  a  form  comprehen¬ 
sible  to  him. 

(b)  A  person  of  his  own  choosing  may 
accompany  the  individual  to  whom  the 
record  pertains  when  the  record  is  dis¬ 
closed  [see  §  3b.222(e)  ]. 

(c)  Before  disclosure,  the  following 
procedure  may  apply : 

Medical  or  psychological  records  -will  be 
disclosed  directly  to  the  Individual  to  whom 
they  pertain  unless,  in  the  Judgment  of  the 
system  manager,  in  consultation  with  a  med¬ 
ical  doctor  or  a  psychologist,  access  to  such 
records  could  have  an  adverse  effect  upon 
the  individual.  When  the  system  manager 
and  a  doctor  determine  that  the  disclosure 
of  such  information  could  have  an  adverse 
effect  upon  the  individual  to  whom  it  per¬ 
tains,  the  system  manager  may  transnUt  such 
information  to  a  medical  doctor  named  by 
the  requesting  individual. 

(d)  The  system  manager  will  provide 
a  written  acknowledgement  of  the  re¬ 
ceipt  of  a  request  for  access  within  ten 
days  of  receipt  (excludihg  Saturdays, 
Sundays,  and  legal  public  holidays). 
Such  acknowledgement  may,  if  neces¬ 
sary,  request  any  additional  information 
needed  to  locate  the  record  which  the  in¬ 
dividual  may  reasonably  be  expected  to 
know,  and  may  require  appropriate 
identification  pursuant  to  §  3b.222  of  this 
part.  No  acknowledgment  is  required  if 
access  can  be  granted  within  the  ten-day 
period. 

(1)  If  access  can  be  granted,  the  sys¬ 
tem  manager  will  notify  the  individual, 
in  writing,  as  to  when,  and  whether 
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access  will  be  granted  in  person  or  by 
mail,  so  that  access  will  be  provided 
within  twenty  days  of  the  receipt  of  the 
request  (excluding  Saturdays,  Sundays, 
and  legal  public  holidays) .  If  the  system 
manager  is  unable  to  provide  access 
within  twenty  days  of  receipt  of  the  re¬ 
quest,  he  will  inform  the  individual  in 
writing  as  to  the  reasons  therefor  (for 
good  cause  shown) ,  and  when  it  is  antici¬ 
pated  that  access  will  be  granted. 

If  the  expected  date  of  access  indicated 
in  the  written  notification  to  the  individ¬ 
ual  cannot  be  met,  the  system  manager 
will  advise  the  individual  in  writing  of 
the  delay,  the  reasons,, therefor  (for  good 
cause  shown) ,  and  of  a  revised  date  when 
access  will  be  granted.  Such  extensions 
will  not  exceed  thirty  days  from  receipt 
of  the  request  (excluding  Saturdays, 
Sundays,  and  legal  public  holidays). 

(2)  If  access  cannot  be  granted,  the 
system  manager  will  inform  the  indi¬ 
vidual,  in  writing,  within  twenty  days  of 
receipt  of  the  request  (excluding  Satur¬ 
days,  Sundays,  and  legal  public  holidays) 
of  the  refusal  of  his  request:  the  reasons 
for  the  refusal:  the  right  of  the  indi¬ 
vidual,  within  thirty  days  of  receipt  of 
the  refusal,  to  request  in  writing  a  re¬ 
view  of  the  refusal  by  the  Chairman  of 
the  Federal  Power  Commission,  825 
North  Capitol  Street,  NE.,  Washington, 
D.C.  20426,  or  by  an  officer  designated  by 
the  Chairman  pursuant  to  §  3b.224(f) : 
and  the  right  of  the  individual  to  seek 
advice  or  assistance  from  the  system 
manager  in  obtaining  such  a  review. 

(e)  The  Chairman,  or  officer  desig¬ 
nated  pursuant  to  §  3b.224(f),  not  later 
than  thirty  days  (excluding  Saturdays, 
Sundays,  and  legal  public  holidays)  from 
the  date  of  receipt  of  the  individual’s  re¬ 
quest  for  review  will  complete  such  re¬ 
view,  unless,  for  good  cause  shown,  the 
Chairman,  or  designated  officer,  extends 
the  thirty-day  period  in  writing  to  the 
individual  with  reasons  for  the  delay  and 
the  approximate  date  on  which  the  re¬ 
view  is  expected  to  be  completed.  Such 
an  extension  will  not  exceed  thirty-five 
days  from  receipt  of  the  request  for  re¬ 
view  (excluding  Saturdays,  Sundays  and 
legal  public  holidays) .  liie  Chairman,  or 
designated  officer,  will  make  one  of  the 
following  determinations: 

(1)  Grant  the  individual  access  to  the 
requested  record  and  notify  the  indi¬ 
vidual,  in  writing,  as  to  when,  and 
whether  access  will  be  granted  in  person 
or  by  mail:  or 

(2)  Inform  the  individual  in  writing 
of  the  refusal,  the  reasons  therefor,  and 
the  right  of  the  individual  to  seek  ju¬ 
dicial  review  of  the  refusal  of  his  request 
for  access. 

(f)(1)  The  Commission  will  deny  an 
individual  access  to  the  following  records 
pertaining  to  him: 

(i)  Information  compiled  in  reason¬ 
able  anticipation  of  a  civil  action  or 
proceeding: 

(ii)  Records  listed  in  the  Federal 
Register  as  exempt  from  certain  provi¬ 
sions  of  the  Privacy  Act  of  1974,  pursu¬ 
ant  to  subpart  D  of  this  part:  and 

(iii)  Records  which  may  be  required 
to  be  withheld  under  other  statutory 
provisions. 


(2)  The  Commission  will  not  deny  an 
individual  access  to  a  record  pertaining 
to  him  because  thtit  record  is  permitted 
to  be  withheld  from  members  of  the  pub¬ 
lic  under  the  Freedom  of  Information 
Act,  5  U.S.C.  552,  as  amended. 

(g)  Disclosure  of  an  original  record 
will  take  place  in  the  presence  of  the 
Commission  representative  having  physi¬ 
cal  custody  of  the  record. 

§  3b.222  Identification  requirements. 

The  appropriate  system  manager  spec¬ 
ified  for  each  system  of  records  will  re¬ 
quire  reasonable  identification  from  in¬ 
dividuals  to  assure  that  records  in  a 
system  of  records  are  disclosed  to  the 
proper  person.  Identification  require¬ 
ments  will  be  consistent  with  the  nature 
of  the  records  being  disclosed. 

(a)  Disclosure  of  records  to  the  indi¬ 
vidual  to  whom  the  record  pertains,  or 
under  whose  name  or  some  other  iden¬ 
tifying  particular  the  record  is  filed,  in 
person,  requires  that  the  individual  show 
an  identification  card.  Employee  identi¬ 
fication,  a  Medicare  card,  or  a  driver’s 
license  are  examples  of  acceptable  iden¬ 
tification.  Documents  incorporating  a 
picture  and  signature  of  the  individual 
are  preferred. 

(b)  For  records  disclosed  by  mail, 
the  system  manager  will  require  cer¬ 
tain  minimum  identifying  information: 
name,  date  of  birth,  or  the  system’s  per¬ 
sonal  identifier  if  known  to  the  individ¬ 
ual.  A  comparison  of  the  signatures  of 
the  requester  and  those  in  the  record 
will  be  used  to  determine  identity. 

(c)  If  the  system  manager  determines 
that  the  data  in  the  record  is  so  sensitive 
that  unauthorized  access  could  cause 
harm  or  embarrassment  to  the  individual 
involved,  a  signed  notarized  statement 
asserting  identity  or  some  other  reason¬ 
able  means  to  verify  identity  will  be  re¬ 
quired. 

(d)  If  an  individual  can  provide  no 
suitable  information  or  documents  for 
identification,  the  system  manager  will 
require  a  signed  statement  from  the  in¬ 
dividual  asserting  his  identity  and  stipu¬ 
lating  that  the  individual  understands 
that  knowingly  or  willfully  seeking  or 
obtaining  access  to  records  about  an  in¬ 
dividual  imder  false  pretenses  is  a  mis¬ 
demeanor  punishable  by  a  fine  of  up  to 
$5,000. 

(e)  The  system  manager  will  require 
an  individual  who  wishes  to  be  accom¬ 
panied  by  another  person  when  review¬ 
ing  his  records  to  furnish  a  signed  writ¬ 
ten  statement  authorizing  discussion  of 
his  records  in  the  presence  of  the  accom¬ 
panying  person. 

(f)  The  appropriate  identification  re¬ 
quirements  of  this  section  may  be  re¬ 
quired  by  a  system  manager  from  an 
individual  to  whom  a  record  does  not 
pertain  who  seeks  access  to  the  record 
pursuant  to  section  3b. 225  of  this  part. 

(g)  No  individual  will  be  denied  noti¬ 
fication  of  maintenance  of  a  record  pur¬ 
suant  to  §  3b.220  or  access  to  a  record 
pursuant  to  §§  3b.221  and  3b.224  for  re¬ 
fusing  to  disclose  a  social  security  niun- 
ber. 

(h)  No  verification  of  identity  will  be 
required  of  individuals  seeking  notifica¬ 


tion  of  or  access  to  records  which  are 
otherwise  available  to  a  member  of  the 
public  under  the  Freedom  of  Information 
Act,  5  U.S.C.  552,  as  amended. 

§  3b.223  Fees. 

(a)  Fees  will  be  charged  for  the  direct 
cost  of  duplication  of  records  in  a  system 
of  records  when  copies  are  requested  by 
the  individual  seeking  access  to  the  rec¬ 
ords.  Any  person  may  obtain  a  copy  of 
the  Commission’s  schedule  of  fees  by 
telephone,  by  mail  or  by  coming  in  per¬ 
son  to  the  office  of  the  appropriate  sys¬ 
tem  manager  who  is  responsible  for  the 
protection  and  accountability  of  the  de¬ 
sired  record.  Requests  for  copies  of  re¬ 
quested  records  and  payment  therefor 
must  be  made  to  the  system  manager. 
Fees  will  only  be  charged  for  costs  of  $2 
or  more. 

(b)  Where  practicable,  self-service 
duplication  of  requested  documents  may 
also  be  made  on  duplicating  machines 
by  the  person  requesting  the  records,  on 
a  reimbursable  basis  to  the  system  man¬ 
ager,  in  the  presence  of  the  Commission 
representative  having  physical  custody 
of  the  record.  Where  data  has  been  ex¬ 
tracted  from  one  of  the  Commission’s' 
systems  of  records  on  magnetic  tape  or 
disks,  or  computer  files,  copies  of  the 
records  of  these  files  may  be  secured  on 
a  reimbursable  basis  upon  written  re¬ 
quest  to  the  appropriate  system  mana¬ 
ger.  The  fee  will  vary  for  each  require¬ 
ment,  depending  on  size  and  complexity, 

(c)  No  fee  will  be  charged  in  the  fol¬ 
lowing  instances:  (1)  when  the  system 
manager  determines  that  he  can  grant 
access  to  records  only  by  providing  a 
copy  of  the  record  through  the  mail 
because  he  cannot  provide  reasonable 
means  for  the  individual  to  have  access 
in  person:  (2)  for  search  and  review  of 
requested  records  to  determine  if  they 
fall  within  the  disclosure  requirements 
of  this  part:  and  (3)  when  the  system 
manager  makes  a  copy  of  tiie  record  as  a 
necessary  part  of  the  process  of  making 
it  available  for  review. 

(d)  Except  for  requests  made  by  Gov¬ 
ernment  ag'encies,  certification  of  copies 
of  any  official  Commission  record  shall 
be  accompanied  by  a  fee  of  $2  per  docu¬ 
ment. 

§  3b.224  Requests  to  amend  records  and 
disputes  thereon. 

(a)  Upon  written  request,  either  in 
person  or  by  mail,  to  the  appropriate 
system  manager  specified  for  each  sys¬ 
tem  of  records,  any  individual  may 
amend  records  in  a  system  of  records 
pertaining  to  him  and  filed  under  his 
individual  name  or  some  other  identify¬ 
ing  particular.  Such  requests  should  con¬ 
tain  identifying  information  needed  to 
locate  the  record,  a  brief  description  of 
the  ftem  or  items  of  information  to  be 
amended,  and  information  in  support  of 
the  request  for  amendment.  The  indi¬ 
vidual  may  obtain  assistance  in  prepar¬ 
ing  his  request  to  amend  a  record  from 
the  appropriate  system  manager. 

(b)  The  system  manager  will  provide 
a  written  acknowledgement  of  the  re¬ 
ceipt  of  a  request  to  amend  within  ten 
days  of  receipt  (excluding  Saturdays, 
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Sundays,  and  legal  public  holidays),  (excluding  Saturdays,  Sundays,  and  informed  of  the  purposes  for  which  in- 
Such  an  acknowledgement  may,  if  neces-  legal  public  holidays)  from  the  date  of  formation  will  be  used  when  information 
sary,  request  any  additional  information  receipt  of  the  individual’s  request  for  re-  is  collected  pursuant  to  §  3b.202(b)  (2) 
needed  to  make  a  determination  which  view,  will  complete  such  review,  unless,  will  not  constitute  consent, 
the  individual  may  reasonably  be  ex-  for  good  cause  shown,  the  Chairman,  or  (b)  A  written  request  or  consent  is  not 
pected  to  know,  and  verification  of  iden-  designated  officer,  extends  the  thirty-  required  if  the  disclosure  is; 
tity  consistent  with  §  3b.222.  The  ac-  day  period  in  a  writing  to  the  individual  (1)  To  those  officers  and  employees 
knowledgement  will  clearly  describe  the  with  reasons  for  the  delay  and  the  ap-  of  the  Commission  who  h%ve  a  need  for 
request  and  advise  the  individual  request-  proximate  date  on  which  the  review  is  the  record  in  the  performance  of  their 
ing  the  amendment  when  he  may  expect  expected  to  be  completed.  Such  an  ex-  duties; 

to  be  notified  of  action  taken  on  the  tension  will  not  exceed  thirty-five  days  (2)  Required  under  the  provisions  of 
request.  No  acknowledgement  is  required  from  receipt  of  the  request  for  review  the  Freedom  of  Information  Act,  5  U.S.C. 
if  the  request  can  be  reviewed,  processed,  (excluding  Saturdays,  Sundays,  and  legal  552,  as  amended; 

and  the  individual  notified  of  compliance  public  holidays) .  The  Chairman,  or  des-  (3)  For  a  routine  use  as  defined  in 
or  denial  within  the  ten-day  period.  ignated  officer,  will  make  one  of  the  fol-  subsection  3b.2(g)  of  this  part  and  as 

(c)  The  system  manager  will  complete  lowing  determinations:  described  in  the  public  notice  for  each 


the  review  and  advise  the  individual  in 
writing  of  the  results  within  twenty  days 
of  the  receipt  of  the  request  (excluding 
Saturdays,  Sundays,  and  legal  public  hol¬ 
idays)  .  If  the  system  manager  is  unable 
to  complete  the  review  within  twenty 
days  of  the  receipt  of  the  request,  he  will 
inform  the  individual  in  writing  as  to  the 
reasons  therefor  (for  good  cause  shown) 
and  when  it  is  anticipated  that  the  re¬ 
view  will  be  completed.  If.  the  completion 
date  for  the  review  indicated  in  the  ac¬ 
knowledgement  cannot  be  met,  the  sys¬ 
tem  manager  will  advise  the  individual 
in  writing  of  the  delay,  the  reasons  there¬ 
for  (for  good  cause  shown),  and  of  a 
revised  date  when  the  review  may  be  ex¬ 
pected  to  be  completed.  Such  extensions 
will  not  exceed  thirty  days  from  receipt 
of  the  request  (excluding  Saturdays, 
Sundays,  and  legal  public  holidays) .  The 
system  manager  will  take  one  of  the  fol¬ 
lowing  actions: 

(1)  Make  the  requested  correction  or 
amendment;  so  advise  the  individual  in 
writing;  and,  where  an  accounting  of 
the  disclosure  of  the  record  was  made 
pursuant  to  §  3b.226,  advise  all  previous 
recipients  of  the  record  in  writing  of  the 
fact  ttiat  the  amendment  was  made  and 
the  substance  of  the  amendment  [see 
§  3b525(d)];  or 

(2)  Inform  the  individual  in  writing 
of  the  refusal  to  amend  the  record  in 
accordance  with  the  request;  the  reasons 
for  the  refusal  including  any  of  the 
standards  which  were  employed  pur¬ 
suant  to  paragraph  (d)  of  this  section 
in  conducting  the  review;  the  right  of 
the  individual,  within  thirty  days  of 
receipt  of  the  refusal,  to  request  in  writ¬ 
ing  a  review  of  the  refusal  by  the  Chair¬ 
man  of  the  Federal  Power  Commission, 
825  North  Capitol  Street,  NE.,  Washing¬ 
ton,  D.C.  20426,  or  by  an  officer  desig¬ 
nated  by  the  Chairman  pursuant  to 
paragraph  (f)  of  this  section;  and  the 
right  of  the  individual  to  seek  advice  or 
assistance  from  the  system  manager  in 
obtaining  such  a  review. 

(d)  In  reviewing  a  record  in  response 
to  a  request  to  amend,  the  system 
manager  and  the  CThairman,  or  the  officer 
he  designates  pursuant  to  paragraph  (f) 
of  this  section,  shall  assess  the  accuracy, 
relevance,  timeliness  and  completeness  of 
the  record.  They  shall  consider  the  rec¬ 
ord  in  terms  of  the  criteria  established 
in  section  3b.201  of  this  part. 

(e)  The  Chairman,  or  officer  des¬ 
ignated  pursuant  to  paragraph  (f)  of 
this  section,  not  later  than  thirty  days 


(1)  Make  the  correction  in  accord¬ 
ance  with  the  individual’s  request  and 
proceed  as  in  subsection  (c)(1)  of  this 
section;  or 

(2)  Inform  the  individual  in  writing 
of  (i)  the  refusal  to  amend  the  record  in 
accordance  with  the  request,  (ii)  the  rea¬ 
sons  therefor,  including  any  of  the  stand¬ 
ards  which  were  employed  pursuant  to 
paragraph  (d)  of  this  section  in  conduct¬ 
ing  the  review;  (iii)  the  right  of  the  in¬ 
dividual  to  file  with  the  Chairman,  or 
designated  officer,  a  concise  written  state¬ 
ment  setting  forth  the  reasons  for  his 
disagreement  with  the  decision;  (iv)  the 
fact  that  the  statement  of  disagreement 
will  be  made  available  to  anyone  to  whom 
the  record  is  subsequently  disclosed, 
together  with  the  portion  of  the  record 
which  is  disputed  clearly  noted,  and, 
with,  at  the  discretion  of  the  Chairman, 
or  designated  officer,  a  brief  statement 
by  the  Chairman,  or  designated  officer, 
summarizing  the  reasons  for  refusing  to 
amend  the  record;  (v)  where  an  ac- 
coimting  of  the  disclosure  of  the  record 
was  made  pursuant  to  section  3b.226  of 
this  part,  the  fact  that  prior  recipients 
of  the  disputed  record  will  be  provided  a 
copy  of  the  individual’s  statement  of  dis¬ 
agreement,  with  the  portion  of  the  rec¬ 
ord  which  is  disputed  clearly  noted,  and, 
at  the  Chairman’s  or  designated  officer’s 
discretion,  the  statement  summarizing 
the  refusal  to  amend  [see  §3b.225(d)]; 
and  (vi)  the  individual’s  right  to  seek 
judicial  review  of  the  refusal  to  amend. 

(f)  The  Chairman  may  designate,  in 
writing,  another  officer  of  the  Commis¬ 
sion  to  act  in  his  capacity  for  the  piu:- 
poses  of  this  part.  The  officer  will  be  or¬ 
ganizationally  indepepdent  of  or  senior 
to  the  system  manager  who  made  the 
initial  determination  and  will  conduct  a 
review  independent  of  the  initial  deter¬ 
mination. 

§  3b.225  Written  consent  for  disclosure. 

(a)  The  Commission  will  not  disclose 
any  record  which  is  contained  in  a  sys¬ 
tem  of  records  by  any  means  of  com¬ 
munication  to  any  person,  or  to  any  other 
agency,  unless  it  has  the  written  request 
by,  or  the  prior  written  consent  of,  the 
individual  to  whom  the  record  pertains 
and  under  whose  individual  name,  or 
some  other  identifying  particular,  the 
record  is  filed.  The  written  request  or 
consent  should  include,  at  a  minimum, 
the  general  purposes  for  or  the  types  of 
recipients  to  whom  disclosure  may  be 
made.  The  fact  that  an  individual  is 


system  of  records; 

(4)  To  the  Bureau  of  the  Census  for 
purposes  of  planning  or  carrying  out  a 
census  or  survey  or  related  activity  pur¬ 
suant  to  the  provisions  of  title  13  of  the 
United  States  Code; 

(5)  To  a  recipient  who  has  provided 
the  appropriate  system  manager  specified 
for  each  system  of  records  with  advance 
adequate  written  assurance  that  the  rec¬ 
ord  will  be  used  solely  as  a  statistical  re¬ 
search  or  reporting  record,  and  the  rec¬ 
ord  is  to  be  transferred  in  a  form  that 
is  not  individually  identifiable.  The  writ¬ 
ten  statement  of  assurance  should  in¬ 
clude  at  a  minimum: 

(i)  A  statement  of  the  purpose  for  re¬ 
questing  the  record;  aild 

(ii)  Certification  that  the  record  will 
only  be  used  for  statistical  purposes. 

In  addition  to  stripping  personally  iden¬ 
tifying  informatio;n  from  records  released 
for  statistical  purposes,  the  system  man¬ 
ager  will  ensure  that  the  identity  of  the 
individual  cannot  reasonably  be  deduced 
or  determined  by  combining  various  sta¬ 
tistical  records,  or  by  reference  to  public 
records  or  other  available  sources  of 
information; 

(6)  To  the  National  Archives  of  the 
United  States,  pursuant  to  44  U.S.C.  2103, 
as  a  record  which  has  sufficient  historical 
or  other  value  to  warrant  its  continued 
preservation  by  the  United  States  Gov¬ 
ernment,  or  for  the  evaluation  by  the 
Administrator  of  General  Services  or  his 
designee  to  determine  whether  the  rec¬ 
ord  has  such  value; 

(7)  To  another  agency  or  to  an  instru¬ 
mentality  of  any  governmental  jurisdic¬ 
tion  within  or  imder  the  control  of  the 
United  States  for  a  civil  or  criminal  law 
enforcement  activity  if  the  activity  is  au¬ 
thorized  by  law,  and  if  the  h^d  of  the 
agency  or  instnunentality,  or  his  dele¬ 
gated  official,  has  made  a  written  request 
to  the  appropriate  system  manager  speci¬ 
fying  the  particular  portion  of  the  record 
desired  and  the  law  enforcement  activity 
for  which  the  record  is  being  sought; 

(8)  To  a  person  pursuant  to  a  showing 
of  compelling  circumstances  affecting 
the  health  or  safety  of  an  individual  ( not 
necessarily  the  individual  to  whom  the 
record  pertains) .  if,  upon  disclosure, 
notification  of  such  is  sent  to  the  last 
known  address  of  the  individual  to  whom 
the  record  pertains; 

(9)  To  either  Hovise  of  Congress,  or 
to  any  committee  or  subcommittee  there¬ 
of,  on  a  matter  within  its  jurisdiction: 
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(10)  To  the  Comptroller  General,  or 
any  of  his  authorized  representatives,  in 
the  course  of  the  performance  of  the 
duties  of  the  General  Accounting  OfiBce; 
or 

(11)  Pursuant  to  the  order  of  a  court 
of  competent  jurisdiction. 

(c)  When  a  record  is  disclosed  under 
compulsory  legal  process  and  such 
process  becomes  a  matter  of  public  rec¬ 
ord,  the  system  manager  will  make  rea¬ 
sonable  efforts  to  notify  the  individual  to 
whom  the  record  pertains.  A  notice  will 
be  sent  to  the  individual’s  last  known 
address  noted  in  the  Commission’s  files. 

(d)  The  appropriate  system  manager 
shall  notify  all  prior  recipients  of  rec¬ 
ords,  disclosure  to  whom  an  accounting 
was  made  pursuant  to  §  3b.226,  of  any 
amendments  made  to  the  records,  includ¬ 
ing  corrections,  amendments  and  nota¬ 
tions  of  dispute  made  pursuant  to  5§  3b.- 
224(c)(1)  and  3b.224(e)(l)  and  (2)(v), 
within  ten  days  of  receipt  of  the  cor¬ 
rected  information  or  notation  of  dis¬ 
pute  (excluding  Saturdays,  Sundays,  and 
legal  public  holidays) ,  except  under  un¬ 
usual  circumstances  [see  circumstances 
described  in  §  3b.220(d)  1 . 

(e)  The  content  of  the  records  dis¬ 
closed  under  this  section  shall  be  main¬ 
tained  pursuant  to  the  standards  estab¬ 
lished  in  §3b.201(c). 

§  3b.226  Accounting  of  disclosures. 

(a)  The  appropriate  system  manager 
sp>ecified  for  each  system  of  records  will 
keep  an  accurate  written  account  of  all 
disclosures  of  records  made  to  any  person 
or  to  any  other  agency  with  the  written 
consent  or  at  the  written  request  of  the 
individual  to  whom  the  record  pertains 
and  pursuant  to  §§  3b.225(b)  (3)-(ll) . 
The  account  will  include  the  following 
information: 

(1)  The  date,  nature,  and  purpose  of 
each  disclosure; 

(2)  The  name  and  address  of  the  per¬ 
son  or  agency  to  whom  the  disclosure 
is  made;  and 

(3)  A  reference  to  the  justification  or 
basis  upon  which  the  release  was  made, 
including  reference  to  any  written  doc¬ 
ument  required  as  when  records  are  re¬ 
leased  for  statistical  or  law  enforcement 
purposes  pursuant  to  §§  3b.225(b)  (5) 
and  (7) . 

(b)  Each  system  manager  will  retain 
the  accounting  made  under  paragraph 

(a)  of  this  section  for  at  least  five  years 
from  the  date  of  disclosure  for  which  the 
accounting  is  made,  or  the  lifp  of  the 
record,  which  ever  is  longer. 

(c)  Except  for  disclosures  made  for 
law  enforcement  purposes  pursuant  to 
§  3b.225(b)  (7),  and  unless  the  system 
of  records  has  been  exempted  from  this 
provision  pursuant  to  subpart  D  of  this 
part,  each  system  manager  will  make  the 
accounting  made  under  paragraph  (a) 
of  this  section  available  to  the  individ¬ 
ual  named  in  the  record  at  his  written 
request. 

(d)  The  accounting  of  disclosures  is 
not  a  system  of  records  under  the  def¬ 
inition  in  §  3b.2(e)  and  no  accounting 
will  be  maintained  for  disclosure  of  the 
accounting  of  disclosures. 


§  3b.227  Mailing  lists. 

An  individual’s  name  and  address 
maintained  by  the  Commission  will  not 
be  sold  or  rented  for  commercial  or  other 
solicitation  purposes  not  related  to  the 
purposes  for  which  the  information  was 
collected,  unless  such  sale  or  rental  is 
specifically  authorized  by  law.  This  pro¬ 
vision  shall  not  be  construed  to  require 
the  withholding  of  names  or  addresses 
otherwise  permitted  to  be  made  public, 
as  pursuant  to  the  Freedom  of  Informa¬ 
tion  Act,  5  U.S.C.  552,  as  amended. 

Subpart  D — Rules  for  Exemptions 
§  3b.250  Specific  exemptions. 

Any  system  of  records  maintained  by 
the  Commission  may  be  exempt  from 
certain  provisions  of  the  Privacy  ,Act  of 
1974,  and  the  appropriate  sections  of  this 
part  promulgated  pursuant  thereto,  if 
the  following  requirements  are  met: 

(a)  The  system  of  records  falls  within 
one  or  more  of  the  following  categories: 

(1)  Records  subject  to  the  provisions 
of  5  U.S.C.  552(b)  (1)  as  classified  ma¬ 
terial; 

(2)  Investigatory  material  compiled 
for  law  enforcement  purposes  [except  to 
the  extent  that  the  system  is  more  broad¬ 
ly  exempt  under  5  U.S.C.  552a(j)(2) 
covering  records  maintained  by  an 
agency  whose  principal  function  pertains 
to  the  enforcement  of  criminal  laws] 
provided,  however,  that  is  such  record  is 
used  as  a  basis  for  denying  an  individual 
any  right,  privilege,  or  benefit  to  which 
the  individual  would  be  entitled  in  the 
absence  of  that  record,  the  individual 
must  be  granted!  access  to  that  record 
except  to  the  extent  that  access  would 
reveal  the  identity  of  a  confidential 
source  who  furnished  the  information  to 
the  Government  imder  an  express  prom¬ 
ise  that  his  identity  would  be  held  in 
confidence,  or,  prior  to  September  27, 
1975,  under  an  implied  promise  that  his 
identity  would  be  held  in  confidence; 

(3)  Records  maintained  to  provide 
protective  services  to  the  President  of 
the  United  States  or  other  individuals 
pursuant  to  18  U.S.C.  3056; 

(4)  Records  required  by  statute  to  be 
maintained  and  used  solely  as  statistical 
records; 

(5)  Investigatory  material  compiled 
solely  for  determining  suitability,  eligi¬ 
bility,  or  qualifications  for  Federal  civil¬ 
ian  emplosunent,  military  service,  Federal 
contracts,  or  access  to  classified  infor¬ 
mation,  but  only  to  the  extent  that  dis¬ 
closure  of  such  material  would  reveal  the 
identity  of  a  source  who  furnished  infor¬ 
mation  to  the  Government  under  an 
express  promise  that  his  identity  would 
be  held  in  confidence,  or,  prior  to  Sep¬ 
tember  27,  1975,  under  an  implied  prom¬ 
ise  that  his  identity  would  be  held  in 
confidence; 

(6)  Testing  or  examination  material 
used  solely  to  determine  individual 
qualifications  for  appointment  or  pro¬ 
motion  in  the  Federal  service  the  dis¬ 
closure  of  which  would  compromise  the 
objectivity  or  fairness  of  the  testing  or 
examination  process;  or 


(7)  Material  used  to  evaluate  poten¬ 
tial  for  promotion  in  the  armed  services, 
but  only  to  the  extent  that  the  disclo¬ 
sure  of  such  material  would  reveal  the 
identity  of  a  source  who  furnished  the 
information  to  the  Government  under 
an  express  promise  that  his  identity 
would  be  held  in  confidence,  or,  prior 
to  September  27.  1975,  under  an  implied 
promise  that  his  identity  would  be  held 
in  confidence; 

(b)  Publication  in  the  Federal 
Register  is  made  in  accordance  with  the 
requirements  (including  general  public 
notice)  of  the  Administrative  Procedure 
Act,  5  U.S.C.  553,  to  include,  at  a  mini¬ 
mum; 

(1)  The  name  of  the  system  of  rec¬ 
ords; 

(2)  The  specific  provision  or  provi¬ 
sions  of  the  Privacy  Act  of  1974,  and 
the  appropriate  sections  of  this  part 
promulgated  pursuant  thereto,  from 
which  the  system  is  to  be  exempted;  and 

(3)  The  reasons  for  the  exemption; 
and 

(c)  The  system  of  records  is  exempted 
from  one  or  more  of  the  following  pro¬ 
visions  of  the  Privacy  Act  and  the  ap¬ 
propriate  sections  of  this  part  promul¬ 
gated  pursuant  thereto: 

(1)  5  US.C.  552a(c)(3);  18  C.P.R. 
3b.226(c) — ^Making  the  accounting  of  dis¬ 
closures  available  to  the  individual 
named  in  the  record  at  his  request; 

(2)  5  U.S.C.  552a(d) ;  18  C.F.R.  3b.221, 
3b.224 — Granting  an  individual  the  right 
of  access  to  his  records  and  permitting 
him  to  request  amendment  of  such; 

(3)  5  U.S.C.  552a(e)(l);  18  CJ’.R. 
3b  .20 1  ( a )  — Requiring  maintenance  of 
relevant  and  necessary  information  in  a 
system  of  records  as  required  by  statute 
or  executive  order  of  the  President; 

(4)  5  U.S.C.  552a (e)  (4)  (G) ;  18  C  JF’.R. 
3b.3(a)(8) — Requiring  a  description  of 
procedures  for  determining  if  a  system 
contains  a  record  on  an  individual  in  the 
public  notice  of  the  system  of  records; 

(5)  5  U.S.C.  552a(e)  (4)  (H) ;  18  C.PJR. 
3b.3(a)(9) — Requiring  a  description  of 
procedures  for  gaining  access  to  and 
contesting  the  contents  of  a  record  in 
the  public  notice  of  the  system  of  rec¬ 
ords; 

’  (6)  5  U.S.C.  552a(e)  (4)  (I) ;  18  C.F.R. 
3b.3(a)(10) — ^Requiring  a  description  of 
the  categories  of  the  sources  of  records 
in  the  public  notice  of  the  system  of  rec¬ 
ords;  and 

(7)  5  U.S.C.  552a (f) ;  18  C.F.R.  3b.220- 
3b.224 — Requiring  agency  rules  for  de¬ 
termining  if  an  individual  is  the  subject 
of  a  record,  for  handling  requests  for  ac¬ 
cess,  for  granting  requests  for  access,  for 
amending  records,  and  for  fees. 

(B)  The  rules  adopted  herein  shall  be 
effective  as  of  September  27.  1975. 

(C)  The  Secretary  shall  cause  prompt 
publication  of  this  order  to  be  made  in 
the  Federal  Register. 

By  the  Commission. 

[seal!  Kenneth  F.  Plumb, 

Secretary. 

[PR  Doc.75-25716  Piled  9-24-75.8:45  am] 
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Title  32 — National  Defense 

CHAPTER  I— OmCE  OF  THE 
SECRETARY  OF  DEFENSE 

PART  299a— PRIVACY  ACT  SYSTEMS 
OF  RECORDS— DISCLOSURES  AND 
AMENDMENT  PROCEDURES— SPECIFIC 
EXEMPTIONS.  NATIONAL  SECURITY 
AGENCY 

Notice  was  published  in  the  Federal 
Register  of  26  August  1975  (published  at 
40  FR  37579) .  that  the  National  Security 
Agency  (N8A)  proposed  adoption  of  rules 
to  provide  for  disclosure  and  amendment 
with  respect  to  records  on  individuals 
contained  in  systems  of  records  for  which 
notice  had  been  published  pursuant  to  5 
U.S.C.  552a,  subsection  (e)(4)  and  to 
designate  such  systems  of  records  for 
exemption.  Notices  of  NSA  systems  of 
records  were  first  published  in  the  Fed¬ 
eral  Register  on  18  August  1975,  at  pages 
35741-48.  Interested  persons  desiring  to 
submit  written  data,  views  or  arguments 
in  connection  with  the  proposed  rules 
were  given  until  12  September  1975,  to  do 
so.  Due  to  the  tremendous  volume  of 
rules  and  systems  notices,  however,  the 
NSA  rules  were  not  published  until  26 
August  1975.  Only  one  comment,  a  re¬ 
quest  for  an  extension  from  12  Septem¬ 
ber  to  26  September,  was  received.  The 
request  for  extension  was  granted  but 
comments  have  not  been  received  by  the 
required  publication  time. 

During  the  period  between  publica¬ 
tion  of  the  proposed  rules  and  the  sys¬ 
tem  of  records  notices,  the  question  was 
raised  as  to  the  need  to  include  within 
each  authority  for  maintenance  of  the 
system  section  of  system  of  records  no¬ 
tices  a  citation  of  section  3103  of  Title 
44  of  the  U.S.  Code.  Although  it  was  not 
considered  necessary  to  so  state  in  each 
system  notice,  a  statement  to  the  effect 
that  each  systems  notice  includes  im¬ 
plied  authority  pursuant  to  section  3103 
of  Title  44  has  l^n  added  to  §  299a.l(b) 
Purpose  and  Scope  of  this  Part.  The  only 
other  change  is  §  299a.l0,  Specific  ex¬ 
emptions,  paragraph  (b)  (10),  Authority, 
to  correct  the  omission  of  (k)  (5) .  A  Jus¬ 
tification  for  the  (k)  (5)  exemption  was 
included  in  the  original  notice. 

After  consideration  of  the  relevant 
facts  the  proposed  rules  are  hereby 
adopted  with  the  changes  noted.  The 
rules  are  set  forth  below. 

Effective  date:  27  September  1975. 

Part  299a  is  added  as  follows  below: 

Sec. 

299a.l  Purpose  and  scope. 

299a  .2  Definitions. 

299a.3  Procedures  for  requests  concerning 
individual  records  in  a  system  of 
records. 

299a.4  Times,  places  and  procedures  for 
dlsclosiure  of  records  to  individ¬ 
uals. 

299a.5  Medical  or  psychological  records — 
special  procedures. 

299a.6  Parents  or  legal  guardians  acting 
on  behalf  of  minor  applicants. 
299a.7  Procedures  for  amendment. 

299a.8  Appeal. 

299a.9  Fees. 

299a.l0  Specific  exemptions. 

Axjthobitt:  5  UB.C.  662a,  the  Privacy  Act 
of  1974;  6  n.S.C.  662,  the  freedom  of  Infor- 
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matlon  Act  as  amended  by  Pub.  L.  93-602; 
Pub.  L.  86-36,  Pub.  L.  88-290  and  18  U.S.C. 
798. 

§  299a.l  Purpose  and  scope. 

(a)  The  purpose  of  this  rule  is  to  com¬ 
ply  with  and  implement  title  5  U.S.C. 
552a,  sections  (f)  and  (k),  hereinafter 
identified  as  the  Privacy  Act.  It  estab¬ 
lishes  the  procedures  by  which  an  indi¬ 
vidual  may  be  notified  whether  a  system 
of  records  contains  information  pertain¬ 
ing  to  the  individual;  defines  times, 
places  and  requirements  for  identifica¬ 
tion  of  the  individual  requesting  records, 
for  disclosure  of  requested  records  where 
appropriate;  special  handling  for  medi¬ 
cal  and  psychological  records;  for 
amendment  of  records;  appeal  of  denials 
of  requests  for  amendment;  and  provides 
a  schedule  of  fees  to  be  charged  for  mak¬ 
ing  copies  of  requested  records.  In  addi¬ 
tion,  this  rule  contains  the  exemptions 
promulgated  by  the  Director,  NSA,  pur¬ 
suant  to  5  U.S.C.  552a(k),  to  exempt 
Agency  systems  of  records  from  subsec¬ 
tions  (c)(3);  (d);  (e)(1);  (e)(4)(G) 
(H) ,  (I) ;  and  (f)  of  section  552a. 

(b)  The  procedures  established  and 
exemptions  claimed  apply  to  systems  of 
records  for  which  notice  has  been  pub¬ 
lished  in  the  Federal  Register  pursuant 
to  the  Privacy  Act.  Requests  from  indi¬ 
viduals  for  records  pertaining  to  them¬ 
selves  will  be  processed  in  accordance 
with  these  procedures  and  consistent 
with  the  exemptions  claimed.  Requests 
for  records  which  do  not  specify  the 
statute  pmsuant  to  which  they  are  made 
but  which  may  be  reasonably  construed 
to  be  requests  by  an  individual  for  rec¬ 
ords  pertaining  to  that  individual  will 
also  be  processed  in  accordance  with 
these  procedures  and  consistent  with  ex¬ 
emptions  claimed.  To  the  extent  appro¬ 
priate,  these  procedures  apply  to  records 
maintained  by  this  Agency  pursuant  to 
system  of  records  notices  puUished  by 
the  Civil  Service  Commission.  The  pri¬ 
mary  category  of  records  affected  by  a 
Commission  notice  is  that  maintained  in 
conjunction  with  the  CSC  system  iden¬ 
tified  as  “C!SC-Retirement  Life  Insur¬ 
ance  and  Health  Benefits  Records  Sys¬ 
tem.”  Authority  pursuant  to  44  U.S.C. 
3101  to  maintain  each  system  of  records 
for  which  notice  has  been  published  is 
implied  in  each  “authority  for  mainten¬ 
ance  of  a  system”  of  each  systems  notice. 

§  299a.2  Definitions. 

(a)  Access  to  the  NSA  headquarters: 
means  current  and  continuing  daily  ac¬ 
cess  to  those  facilities  making  up  the 
NSA  headquarters. 

(b)  l-ndtvidual:  means  a  natural  per¬ 
son  who  is  a  citizen  of  the  United  States 
or  an  alien  lawfully  admitted  for  perma¬ 
nent  residence. 

(c)  Request;  means  a  request  in  writ¬ 
ing  for  records  pertaining  to  the  re¬ 
quester  contained  in  a  system  of  records 
and  made  pursuant  to  the  Privacy  Act  or 
if  no  statute  is  identified  considered  by 
the  Agency  to  be  made  pursuant  to  that 
Act. 

(d)  System  of  Records:  means  a 
grouping  of  records  maintained  by  the 
Agency  for  which  notice  has  been  pub¬ 


lished  in  the  Federal  Register  pursuant 
to  section  552a(e>  (4)  of  tiUe  5  U.S.C. 

§  299a.3  Procedures  for  requests  con¬ 
cerning  individual  records  in  a  sys¬ 
tem  of  records. 

(a)  (1)  Notification:  Any  individual 
may  be  notifieci  in  response  to  a  request 
if  any  system  of  records  contains  a  rec¬ 
ord  pertaining  to  the  requester  by  send¬ 
ing  a  request  addressed  to:  Information 
Oflacer,  National  Security  Agency,  Fort 
George  G.  Meade,  Maryland  20755.  Such 
request  shall  be  in  wTiting,  shall  be  iden¬ 
tified  on  the  envelope  and  the  request  as 
a  “Privacy  Act  Request,”  shall  designate 
the  system  or  systems  of  records  using 
the  names  of  the  systems  as  published  in 
the  system  notices,  shall  contain  the  full 
name,  present  address,  date  of  birth,  so¬ 
cial  security  number  and  dates  of  affil¬ 
iation  or  contact  with  NSA/C7SS  of  the 
requester  and  shall  be  signed  in  full  by 
the  requester. 

(2)  A  request  pertaining  to  records 
concerning  the  requester  which  does  not 
specify  the  Act  pursuant  to  which  the  re¬ 
quest  is  made  shall  be  processed  as  a 
Mvacy  Act  request.  A  request  which 
does  not  designate  the  system  or  systems 
of  records  to  be  searched  shall  be  proc¬ 
essed  by  checking  the  following  systems 
of  records:  Appli'cants;  Personnel: 
Health,  Medical  and  Safety. 

(b)  (1)  Identification:  Any  individual 
currently  not  authorized  access  to  the' 
National  Security  Agency  headquarters 
who  requests  disclosure  of  record  shall 
provide  the  following  information  with 
the  written  request  for  disclosure:  full 
name,  present  address,  date  of  birth,  so¬ 
cial  security  number,  and  date  of  first 
affiliation  or  contact  with  NSA/CSS  and 
date  of  last  affiliation  or  contact  with 
NSA/CSS. 

(2)  Any  individual  currently  author¬ 
ized  access  to  the  National  Security 
Agency  headquarters  shall  provide  the 
following  information  with  the  request 
for  notification:  full  name,  present  or¬ 
ganizational  assignment,  date  of  birth, 
so(dal  security  number. 

(3)  Such  request  shall  be  treated  as  a 
certification  of  the  requester  that  the 
requester  is  the  individual  named.  In¬ 
dividuals  should  be  aware  that  the  Pri¬ 
vacy  Act  provides  criminal  penalties  for 
any  person  who  knowingly  and  willfully 
requests  or  obtains  any  records  concern¬ 
ing  an  individual  under  false  pretenses. 

§  299a.4  Times,  places  and  procedures 
for  disclosures. 

(a)  Individual  not  currently  affiliated 
with  NSA: 

(1)  Request  procedure:  Any  individ¬ 
ual  currently  not  authorized  access  to 
the  National  Security  Agency  headquar¬ 
ters  shall  make  the  request  for  notifica¬ 
tion  in  writing  and  shall  include  the 
required  identifying  data.  Upon  veri¬ 
fication  of  the  existence  in  systems  of 
records  of  records  pertaining  to  the  re¬ 
quester,  a  copy  of  the  records  located 
shall  be  mailed  to  the  requester  subject 
to  appropriate  specific  exemptions,  ap¬ 
plicable  Public  Laws,  special  procedures 
pertaining  to  medical  records,  including 
psychological  records,  and  the  exclusion 
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for  information  compile^i  in  reasonable 
anticipation  of  a  civil  action  or  proceed¬ 
ing.  If  the  request  cannot  be  processed 
within  ten  working  days  from  the  time 
of  receipt  of  the  request,  an  acknowl¬ 
edgement  of  receipt  of  the  request  will 
be  sent  to  the  requester. 

(2)  Appointment  of  other  individual: 
If  a  requester  wishes  another  individual 
to  obtain  the  requested  records  on  his 
behalf,  the  requester  shall  provide  a 
written,  signed,  notarized  statement  ap¬ 
pointing  that  individual  as  his  repre¬ 
sentative,  certifying  that  the  individual 
appointed  may  have  access  to  the  rec¬ 
ords  of  the  requester  and  that  such  ac¬ 
cess  shall  not  constitute  an  invasion  of 
the  privacy  of  the  requester  nor  a  viola¬ 
tion  of  his  rights  under  the  Privacy  Act 
of  1974. 

(b)  Individual  currently  affiliated  with 
NS  A:  (1)  Request  procedure:  Any  indi¬ 
vidual  currently  authorized  access  to 
the  National  Security  Agency  headquar¬ 
ters  may  make  the  request  for  notifica¬ 
tion  to  the  appropriate  official  delegated 
responsibility  for  a  system  of  records 
pursuant  to  internal  agency  regulations 
pertaining  to  the  Privacy  Act  of  1974. 
In  the  alternative,  such  individual  may 
direct  the  request  to  the  NSA  Informa¬ 
tion  Officer  in  writing  in  the  same  form 
and  including  the  data  required  in  para¬ 
graph  4(a)(1)  above.  In  the  case  of  any 
denial  of  notification  by  officials  dele¬ 
gated  responsibility  for  a  system  the  re¬ 
quest  shall  be  referred  to  the  NSA  In¬ 
formation  Officer  for  review. 

(2)  Appointment  of  other  individual: 
If  the  requester  makes  a  request  pur¬ 
suant  to  this  paragraph  and  wishes  to 
designate  another  individual  to  accom¬ 
pany  him,  the  same  procedures  as  i^o- 
vided  in  §  299a.4(a)  (2)  above  apply.  If 
the  individual  appointed  is  currently 
authorized  access  to  the  National  Secu¬ 
rity  Agency  headquarters,  he  may  ac¬ 
company  the  requester.  If  the  individual 
appointed  is  not  currently  authorized 
access,  a  copy  of  the  records  located  may 
be  mailed  to  the  appointed  individual 
subject  to  appropriate  specific  exemp¬ 
tions,  applicable  Public  Laws,  special 
procedures  pertaining  to  medical  records 
including  psychological  records,  and  the 
exclusion  for  information  compiled  in 
reasonable  anticipation  of  a  civil  action 
or  proceeding. 

§  299a.5  Medical  or  psychological  rec¬ 
ords. 

If  the  request  includes  records  of  a 
medical  or  psychological  nature,  and  if 
an  Agency  doctor  makes  the  determina¬ 
tion  that  the  records  requested  contain 
information  which  would  have  an  ad¬ 
verse  effect  upon  the  requester,  the  re¬ 
quester  will  be  advised  to  appoint  a 
medical  doctor  in  the  appropriate  dis¬ 
cipline  to  receive  the  information.  The 
appointment  of  the  doctor  shall  be  in 
the  same  form  as  that  indicated  in 
§  299a.4(a)  (2)  above  and  shall  include 
a  certification  that  the  doctor  appointed 
is  authorized  to  practice  the  appropriate 
specialty  by  virtue  of  a  license  to  prac¬ 
tice  same  in  the  state  which  granted  the 
license. 


RULES  AND  REGULATIONS 

§  299a.6  Parents  or  legal  guardians  act¬ 
ing  on  behalf  of  minor  applicants  and 
and  employees. 

Parents  or  Legal  Guardians  acting  on 
behalf  of  minors  who  request  records  con¬ 
cerning  NSA/CSS  applicants  or  employ¬ 
ees  who  are  minors  shall  be  subject  to  the 
same  requirements  contained  in  §  299a.4 
(a)(1)  Appointment  of  Other  Indivi¬ 
duals,  including  the  requirement  for  writ¬ 
ten  authorization.  Requests  by  parents 
or  legal  guardians  acting  on  behalf  of 
minors  will  be  processed  in  the  same 
manner  and  in  accordance  with  the  pro¬ 
cedures  established  herein  for  individ¬ 
uals  not  currently  authorized  access  to 
the  NSA  headquarters. 

§  299a.7  Procedures  for  amendment. 

(a)  Request  procedure:  Any  request 
for  amendment  of  a  record  or  records 
contained  in  a  system  of  records  shall  be 
in  writing  addressed  to  the  Information 
Officer,  National  Security  Agency,  Fort 
George  G.  Meade,  Md.  20755,  Attention: 
Privacy  Act  Amendment,  and  shall  con¬ 
tain  sufficient  details  concerning  the  re¬ 
quested  amendment,  justification  for  the 
amendment,  and  a  copy  of  the  record  (s) 
to  be  amended  or  sufficient  identifying 
data  concerning  the  affected  record (s)  to 
permit  its  timely  retrieval.  Such  requests 
may  not  be  used  to  accomplish  actions  for 
which  other  procedures  have  been  estab¬ 
lished  such  as  grievances,  performance 
appraisal  protests,  etc.  In  such  cases  the 
requester  will  be  advised  of  the  appropri¬ 
ate  procedures  for  such  actions. 

(b)  Initial  determination:  The  NSA 
Information  Officer  may  make  an  initial 
determination  concerning  the  requested 
amendment  within  ten  working  days  or 
shall  acknowledge  receipt  of  the  amend¬ 
ment  request  within  that  period  if  a  de¬ 
termination  cannot  be  completed.  The 
determination  shall  advise  teie  requester 
of  action  taken  to  make  the  requested 
amendment  or  inform  the  requester  of 
the  rejection  of  the  request,  the  rea¬ 
son  (s)  for  the  rejection  and  the  proce¬ 
dures  established  by  the  Agency  for  re¬ 
view  of  rejected  amendment  requests. 

(c)  Request  on  appeal:  A  requester 
may  appeal  the  rejection  by  the  NSA  In¬ 
formation  Officer  of  a  request  for  amend¬ 
ment  to  the  Executive  for  Staff  Services. 
Such  appeal  shall  be  in  writing,  addressed 
to  the  Executive  for  Staff  Services,  Na¬ 
tional  Security  Agency,  Port  George  G. 
Meade,  Md  20755,  Attention:  Privacy  Act 
Amendment  Appeal. 

§  299a.8  Appeal  determination. 

The  Executive  for  Staff  Services  shall 
acknowledge  receipt  of  the  appeal  within 
ten  working  days.  A  determination  con¬ 
cerning  the  appeal  shall  be  provided  to 
the  requester  within  30  working  days,  un¬ 
less  Uie  Director,  National  Srourity 
Agency,  extends  the  period  for  good 
cause.  The  Executive  for  Staff  Services 
shall  advise  the  requester  of  the  action 
taken  to  make  the  requested  amendment 
or  inform  the  requester  of  the  rejection 
of  the  appeal,  the  right  to  submit  for  in¬ 
corporation  in  the  file  containing  the  dis¬ 
pute  record (s)  a  concise  statement  of 
disagreement,  and  notify  the  requester  of 
the  right  of  judicial  review  of  the  denial 


pursuant  to  subsection  (g)(1)(A)  of  5 
U.SX).  552a. 

§  299a.9  Fees. 

A  fee  may  be  charged  for  the  repro¬ 
duction  of  copies  of  any  requested 
records,  provided  one  copy  is  made 
available  without  charge  where  access  is 
limited  to  mail  service  only.  Fees  shall  be 
charged  in  accordance  with  The  Uniform 
Schedule  of  Fees  established  by  the  De¬ 
partment  of  Defense  pursuant  to  Pub.  L. 
93-502. 

§  299a.  10  Specific  exemptions. 

(a) (1)  The  following  National  Se¬ 
curity  Agency  systems  of  records,  pub¬ 
lished  in  the  Federal  Register,  are  spe¬ 
cifically  exempted  from  the  provisions 
of  5  U.S.C.  552a,  subsections  (c)  (3),  (d), 
(e)(1),  (e)(4)(G),  (e)(4)(H),  (e)(4) 
(I)  and  (f)  pursuant  to  subsection  (k) 
of  Section  552a  to  the  extent  that  each 
system  contains  indvidual  records  or  files 
within  the  category  or  categories  pro¬ 
vided  by  subsection  (k) .  Notice  is  hereby 
given  that  individual  records  and  files 
within  each  NSA  system  of  records  may 
be  subject  to  specific  provisions  of  Pub.  L. 
86-36,  Pub.  L.  88-290  and  Title  18  U.S.C. 
798  and  other  laws  limiting  access  to 
certain  types  of  information  or  applica¬ 
tion  of  laws  to  certain  categories  of  in¬ 
formation. 

(2)  In  addition,  those  records  main¬ 
tained  pursuant  to  notice  of  systems  of 
records  published  by  the  CSC  are  ex¬ 
empted  pursuant  to  Title  5  U.S.C.  552a 
(k)  (1)  to  the  extent  that  they  contain 
classified  information  in  order  to  protect 
such  information  from  unauthorized  dis¬ 
closure.  Such  records  may  also  be  sub¬ 
ject  to  other  specific  exemptions  pursu¬ 
ant  to  rules  promulgated  by  the  CSC. 

(b)  Systems  of  records  subject  to  spe¬ 
cific  exemptions: 

(1)  System  name:  NSA/CSS  Access,  Au¬ 
thority  and  Release  of  Information  File. 

(11)  Exemption:  This  system  of  records  Is 
exempted  from  the  sections  of  title  5  U.S.C. 
552a  cited  In  paragraph  29^.10(a)  and  Is 
subject  to  the  limitations  noted  In  that 
paragraph. 

Authority:  6  U.S.C.  562a.(k)  (1),  (k)  (6) 

Reasons:  This  system  of  records  Is  ex¬ 
empted  from  all  subsections  cited  piursuant 
to  exemption  (k)(l)  to  protect  from  un¬ 
authorized  disclosure  classified  Information 
which  may  be  contained  in  records  and  files 
making  up  the  system.  The  exemption  does 
not  limit  access  to  that  portion  of  the  records 
in  the  S3rstem  which  are  not  classified  or 
otherwise  protected  from  unauthorized  dis¬ 
closure. 

This  s3rstem  of  records  is  also  exempted 
from  all  subsections  dted  pursuant  to  ex¬ 
emption  (k)(5)  to  protect  the  Identity  of 
confidential  sources  of  information  consti¬ 
tuting  Investigatory  material  compiled  solely 
for  the  puroose  of  determining  access  to 
classified  Information.  The  exemption  does 
not  limit  access  to  that  portion  of  the  rec¬ 
ords  In  the  system  which  are  not  exempted, 
not  otherwise  protected  from  unauthorized 
disclosure,  and  which  would  not  undermine 
the  Integrity  of  the  controlled  access  sirstem. 

(2)  System  name:  NSA/CSS  Applicants 

Exemption:  This  system  of  reomds  Is  ex¬ 
empted  from  the  sections  of  title  6  U.S.C. 
552a  cited  In  paragraph  299a.l0(a)  and  Is 
subject  to  the  limitations  noted  In  that 
paragraph. 
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Authority:  6  U.S.C.  652a(k)  (1),  (k)  (6) 
Reasons:  This  system  of  records  Is  ex¬ 
empted  from  all  subsections  cited  pursuant 
to  exemption  (k)(l)  to  protect  from  unau¬ 
thorized  disclosure  classified  Information 
which  may  be  contained  In  records  and  flies 
making  up  the  System.  The  exemption  docs 
not  limit  access  to  that  portion  of  the  rec¬ 
ords  In  the  system  which  are  not  classified 
or  otherwise  protected  from  unauthorized 
disclosure. 

This  system  of  records  Is  also  exempted 
from  all  subsections  cited  pursuant  to  ex¬ 
emption  (k)(6)  to  protect  the  Identity  of 
confldentlal  sources  of  Information  consti¬ 
tuting  Investigatory  material  compiled  solely 
for  the  purposes  of  determining  suitability: 
eligibility;  qualifications  for  Federal  civilian 
employment;  Federal  contracts:  or  access  to 
classlfled  Information  which  may  be  con¬ 
tained  In  records  and  flies  making  up  the 
system.  The  exemption  does  not  limit  access 
to  that  portion  of  the  records  In  the  system 
which  are  not  subject  to  this  exemption,  nor 
otherwise  protected  from  unauthorized  dis¬ 
closure. 

(3)  System  name:  NS  A/CSS  Correspond¬ 
ence,  Cases,  Complaints,  Visitors,  Requests 
Exemption:  This  system  of  records  Is  ex¬ 
empted  from  the  sections  of  title  5  U.S.C. 
SSaa  cited  In  paragraph  206a.l0(a)  and  Is 
subject  to  the  limitations  noted  In  that 
paragraph. 

Authority:  5  U.S.C.  652a(k)(l),  (k)(2). 
(k)(4),  (k)(6) 

Reasons:  This  system  of  records  Is  ex¬ 
empted  from  all  subsections  cited  pursuant 
to  exemption  (k)(l)  to  protect  from  unau¬ 
thorized  disclosure  classlfled  Information 
which  may  be  contained  In  records  and  flies 
making  up  the  System.  The  exemption  does 
not  limit  access  to  that  portion  of  the  records 
In  the  system  which  are  not  classified  or 
otherwise  protected  from  unauthorized  dis¬ 
closure. 

This  system  of  records  Is  exempted  from  all 
subsections  cited  pursuant  to  exemption  (k) 
(2)  to  protect  from  unauthorized  disclosure 
Individual  records  and  flies  which  constitute 
Investigatory  material  compiled  for  law  en¬ 
forcement  purposes  pursuant  to  a  lawful  na¬ 
tional  security  Intelligence  investigation  and 
maintain  the  Integrity  of  the  personnel  se¬ 
curity  system  required  by  Pub.  L.  89-290. 
The  exemption  does  not  limit  access  to  that 
portion  of  the  records  In  the  system  which 
are  not  Investigatory  material  which  are  not 
exempted  or  otherwise  protected  frcun  un¬ 
authorized  dlsclo6\ire. 

This  system  Is  exempted  from  all  subsec¬ 
tions  cited  pursuant  to  exemption  (k)(4) 
where  individual  records  and  flies  are  main¬ 
tained  and  used  solely  for  statistical  records 
in  accordance  with  statutory  requirements 
to  Insure  compliance  with  those  require¬ 
ments  with  a  minimum  of  administrative 
burden  and  expense. 

This  system  Is  exempted  fmn  all  subsec- 
tloDS  cited  pursuuit  to  exemption  (k)  (6)  to 
protect  the  identity  of  confidential  sources 
of  infonnation  constituting  Investigatory 
material  compiled  solely  for  the  pxupoee  of 
determining  suitability;  tilglblUty;  qualifi¬ 
cations  tor  Federal  civilian  maployment.  Fed¬ 
eral  contracts;  or  access  to  classlfled  Infor¬ 
mation  which  may  be  contained  In  records 
and  flies  making  up  the  system.  The  exemp¬ 
tion  does  not  limit  acces  to  that  portion  of 
the  records  In  the  system  which  are  not  sub¬ 
ject  to  this  exemption  or  otherwise  protected 
from  unauthorized  disclosure. 

(4)  System  name:  N8A/CSS  Cr3rptologlc 
Reserve  Mobilization  Designee  List 

Exemption:  This  system  of  records  is  ex¬ 
empted  from  the  sections  of  title  5  US.C. 
562a  cited  In  paragraph  299a.l0(a)  and  Is 
subject  to  the  limitations  noted  In  that 
paragraph. 


Authority:  6  UJ3X).  662a  (k)  (1) .  (k)  (6) 
Reasons:  This  system  of  records  Is  ex¬ 
empted  frmn  all  subsections  cited  pursuant 
to  exemption  (k)(l)  to  prevent  the  unau¬ 
thorized  disclosure  of  classlfled  information 
concMulng  anticipated  personnel  astign- 
ments  to  sensitive  cryptologic  positions  dur¬ 
ing  periods  of  national  emergency  or  war 
requiring  reserve  mobilization. 

This  system  of  records  Is  also  exempted 
from  all  subsections  cited  pursuant  to  ex¬ 
emption  (k)  (6)  to  protect  the  Identity  of 
confidential  sources  of  Information  consti¬ 
tuting  investigatory  material  compiled  solely 
for  the  piupose  of  determining  suitability, 
eligibility  or  qualifications  for  designation 
for  mobilization  to  fill  a  sensitive  cryptologic 
position  or  access  to  classified  material  as  a 
result  of  designation  for  mobilization. 

(6)  System  name:  NSA/CSS  Equal  Em¬ 
ployment  Opportunity  Data 
Exemption:  This  system  of  records  Is  ex¬ 
empted  from  the  sections  of  title  6  U.S.C. 
552a  cited  in  paragraph  299a.l0(a)  and  Is 
subject  to  the  limitations  noted  In  that 
paragraph. 

Authority:  6  U.S.C.  562a<k)  (1),  (k)  (2),  (4) 
Reasons:  This  system  of  records  Is  ex¬ 
empted  from  all  subsections  cited  pursuant 
to  exemptiim  (k)  (1)  to  protect  from  unau¬ 
thorized  disclosure  classlfled  infmmation 
which  may  be  contained  In  records  and  flies 
making  up  the  system.  The  exemption  does 
not  limit  access  to  that  portion  of  the  records 
In  the  system  which  are  not  classified  or 
otherwise  protected  from  \msuthorlzed  dis¬ 
closure. 

This-  system  of  records  Is  exempted  from 
all  subsections  cited  pursuant  to  Mcemptlon 
(k)  (4)  to  protect  the  integrity  ot  those  sta¬ 
tistical  records  compiled  for  Ikiual  Employ¬ 
ment  Opportunity  purposes. 

This  system  of  records  is  also  exempted 
from  all  subsections  cited  pursuant  to  ex¬ 
emption  (k)  (2)  to  the  extent  that  Individual 
records  and  flies  are  related  to  Investigations 
to  enforce  the  provisions  of  Pub.  L.  92-261 
and  consistent  with  the  provisions  of  that 
statute  with  respect  to  Individual  access  to 
such  records.  The  purpose  of  the  exemption 
Is  to  protect  the  Inte^ty  of  Investigations 
conducted  pursuant  to  Pub.  L.  92-261. 

(6)  System  name:  NSA/CSS  Health,  Medi¬ 
cal  and  Safety  Files 

Exemption:  This  system  of  records  Is  ex¬ 
empted  from  sections  ot  title  5  UJ3.C.  552a 
cited  in  paragraph  299a.l0(a)  and  Is  subject 
to  the  statutory  limitations  noted  In  that 
paragr^>h. 

Authority:  6  U.S.C.  652a(k)  (1) .  (k)  (5) .  (k) 
(«). 

Reasons:  This  system  of  records  is  ex¬ 
empted  from  all  subsections  cited  pursuant 
to  exemption  (k)(l)  to  protect  from  unau¬ 
thorized  disclosure  classified  Information 
which  may  be  contained  In  records  and  files 
making  up  the  sjratem.  The  exemption  does 
not  limit  access  to  that  portion  of  the  records 
In  the  system  which  are  not  classified  or 
otherwise  protected  from  unauthorized  dis¬ 
closure. 

This  system  of  records  Is  exempted  from 
all  subsections  dted  pursuant  to  exemption 
(k)  (5)  to  protect  the  Identity  of  confiden¬ 
tial  sources  of  Information  constituting  in¬ 
vestigatory  material  compiled  solely  for  the 
purpose  of  determining  suitability,  eligibility, 
or  qualifications  for  Federal  civilian  employ¬ 
ment,  Federal  contracts  or  access  to  classlfled 
Information.  The  exemption  does  not  limit 
access  to  that  portion  of  the  records  In  the 
system  which  are  not  exempted  or  otherwise 
protected  from  unauthorized  disclosure. 

This  ^stem  of  records  is  also  exempted 
from  all  subsections  cited  pursuant  to  ex¬ 
emption  (k)  (6)  to  protect  those  testing  or 
examination  materials  used  solely  to  deter¬ 
mine  individual  qualifications  for  employ¬ 
ment  In  the  Federal  service  the  disclosure  of 


which  would  compromise  the  objectivity  or 
fairness  of  the  testing  or  examination  process. 

(7)  System  name:  NSA/CSS  Motor  Vehicles 
and  Carpools 

Exemption:  This  system  of  records  Is  ex¬ 
empted  from  the  sections  of  title  5  UR.C. 
652a  cited  In  paragraph  299a.l0(a)  and  Is 
subject  to  the  statutory  limitations  noted  In 
that  paragraph. 

Aut/iorlty;  5  U.S.C.  662a(k)  (1) 

Reasons;  This  system  of  records  Is  ex¬ 
empted  from  all  subsections  cited  pursuant 
to  exemption  (k)  (1)  to  protect  from  unau¬ 
thorized  disclosure  any  and  all  classlQed  In¬ 
formation  which  may  be  contained  In  records 
and  files  making  up  the  system.  The  exemp¬ 
tion  does  not  limit  access  to  that  portion  of 
the  records  in  the  system  which  are  not 
classified  or  otherwise  protected  from  unau¬ 
thorized  disclosure. 

(8)  System  name:  NSA/CSS  Pajrroll  and 
Claims 

Exemption:  This  system  ot  records  Is  ex¬ 
empted  from  the  sections  of  title  6  U£.C.  552a 
cited  In  paragraph  299a.l0(a)  and  Is  subject 
to  the  statutory  limitations  noted  in  that 
paragraph. 

Authority:  5  UB.C.  652a(k)  (1) ,  (k)  (2) 
Reasons:  This  system  of  records  Is  ex¬ 
empted  from  all  subsections  cited  pursuant 
to  exemption  (k)(l)  to  protect  from  unau¬ 
thorized  dlsclosiire  classlfled  information 
which  may  be  contained  In  records  and  files 
making  up  this  system.  The  exemption  does 
not  limit  access  to  that  portion  of  the  records 
in  the  system  which  are  not  classlfled  or 
otherwise  protected  from  unauthorized  dls- 
clorure. 

This  system  of  records  is  also  exempted 
from  all  subsections  cited  pursuant  to  ex¬ 
emption  (k)  (2)  to  protect  Inveetlgatory  ma¬ 
terials  related  to  the  enforcement  of  laws 
with  respect  to  claims  against  the  Oovem- 
ment.  The  exemption  does  not  limit  access 
to  that  portion  of  the  records  in  the  system 
not  related  to  Investigations  of  claims  or 
otherwise  protected  from  unauthorized  dis¬ 
closure. 

(9)  System  name:  NSA/CSS  Personnel  File 
Exemption:  This  system  of  records  Is  ex¬ 
empted  from  the  sections  of  title  6  U.S.C. 
562a  cited  In  paragraph  299a.l0(a)  and  Is 
subject  to  the  statutory  limitations  noted 
In  that  paragraph. 

Authority:  5  UJ3.0.  662a(k)(l]i,  (k)(6). 
(k) (6) 

Reasoiu:  This  system  of  records  Is  ex¬ 
empted  from  all  subeections  cited  pursuant 
to  exemption  (k)(l)  to  protect  from  un¬ 
authorized  disclosure  classified  information 
which  may  be  eontalned  in  records  and  files 
making  up  the  system.  The  exemption  doss 
not  limit  access  to  that  portion  of  the  rec¬ 
ords  in  the  system  which  are  not  classlfled 
or  otherwise  protected  from  unauthorized 
disclosure. 

This  system  of  records  Is  exempted  from 
all  subjections  cited  pursuant  to  exemption 
(k)  (5)  to  protect  the  Identity  of  confidential 
sources  of  Information  constituting  Investi¬ 
gatory  material  compiled  solely  for  the  pur¬ 
pose  of  determining  suitability.' eligibility,  » 
quallfloatlons  fbr  Federal  civilian  employ¬ 
ment.  Federal  contracts  or  access  to  classlfled 
Information.  The  exemption  does  not  limit 
access  to  that  portion  of  the  records  In  the 
system  which  are  not  exempted  or  otherwise 
protected  from  unauthorized  dlscloBure. 

This  system  of  records  Is  also  exempted 
from  all  subeections  cited  pursuant  to  ex¬ 
emption  (k)(6)  to  protect  those  testing  or 
examination  materials  used  solely  to  deter¬ 
mine  Individual  qualifications  for  employ¬ 
ment  In  the  Federal  service  the  discloeure  of 
which  would  compromise  the  objectivity  or 
fairness  of  the  testing  or  examination 
process. 

(10)  System  name:  NSA/CSS  Personnel 
Security  File 
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Exemption:  This  system  of  records  Is  ex¬ 
empted  from  the  sections  of  title  5  n.S.C. 
552a  cited  In  paragraph  299a.l0(a)  and  Is 
subject  to  the  limitations  noted  In  that 
paragraph. 

Authority:  5  U.S.C.  552a(k)(l).  (k)(2). 

(k)(6) 

Reasons:  This  system  of  records  Is  ex¬ 
empted  from  all  subsections  cited  pursuant 
to  exemption  (k)(l)  to  protect  from  un¬ 
authorized  disclosure  classified  Information 
which  may  be  contained  In  records  and  files 
making  up  the  system.  The  exemption  does 
not  limit  access  to  that  portion  of  the  rec¬ 
ords  In  the  system  which  are  not  classified 
or  otherwise  protected  from  unauthOTlzed 
disclosure. 

This  system  of  records  Is  exempted  from 
all  subsections  cited  pursuant  to  exemption 
(k)  (2)  to  protect  Investigatory  materials 
compiled  for  purposes  of  enforcement  of  Pub. 
L.  88-290  and  title  18  U.S.C.  798  as  well  as 
other  appropriate  criminal  and  civil  laws  re¬ 
lated  to  the  protection  of  sensitive  crypto¬ 
logic  Information.  Both  statutes  cited  re¬ 
quire  the  Director,  NSA,  to  observe  special 
procedures  and  standards  In  permitting  ac¬ 
cess  to  sensitive  cryptologic  Information  and 
provide  statutory  authwity  to  act  when 
those  standards  are  breached.  The  materials 
contained  in  this  system  are  of  an  investiga¬ 
tory  nature,  are  maintained  on  a  continuing 
basis  and  are  used  to  insure  compliance  with 
and  enforcement  of  the  cited  statutes. 

This  system  of  records  Is  exempted  from 
all  subsections  cited  pursuant  to  exemption 
(k)  (5)  to  protect  the  identity  of  confiden¬ 
tial  sources  of  Information  constituting  In¬ 
vestigatory  material  compiled  solely  for  the 
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purpose  of  determining  suitability,  eligibility, 
or  qualifications  for  Federal  civilian  employ¬ 
ment,  Federal  contracts  or  access  to  classified 
Information.  The  exemption  does  nbt  limit 
access  to  that  portion  of  the  records  in  the 
sjrstem  which  are  not  exempted  or  other¬ 
wise  protected  from  un^thorized  dis¬ 
closure. 

(11)  System  name:  NSA/C8S  Time,  At¬ 
tendance,  and  Absence 

Exemption:  This  system  of  records  Is  ex¬ 
empted  from  the  sections  of  title  5  U.S.C. 
552a  cited  In  paragraph  299a.l0(a)  and  Is 
subject  to  the  limitations  noted  in  that 
paragraph. 

Authority:  5  U.S.C.  552a(k)  (1) 

Reasons:  This  system  of  records  is  ex¬ 
empted  from  all  subsections  cited  pursuant 
to  exemption  (k)(l)  to  protect  from  unau¬ 
thorized  disclosure  classified  Information 
which  may  be  contained  in  records  and  files 
making  up  the  S3rstem.  The  exemption  does 
not  limit  access  to  that  portion  of  the  rec¬ 
ords  In  the  system  which  are  not  classified  or 
otherwise  protected  from  unauthorized  dis¬ 
closure. 

(12)  System  name:  NSA/CSS  Training 

Exemption:  This  system  of  records  is  ex¬ 
empted  from  the  sections  of  title  5  U.S.C. 
552a  cited  in  paragraph  299a.l0ta)  and  is 
subject  to  the  limitations  noted  in  that 
paragraph. 

Authority:  5  U.S.C.  562a  (k)(l).  (k)(5). 
(k)(6) 

Reasons:  This  system  of  records  is  ex¬ 
empted  from  all  subsections  cited  pursuant 
to  exemption  (k)(l)  to  protect  from  unau¬ 
thorized  disclosure  classified  information 
which  may  be  contained  In  records  and  files 
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making  up  the  system.  The  exemption  does 
not  limit  access  to  that  portion  of  the  rec¬ 
ords  In  the  system  which  are  not  classified 
or  otherwise  protected  from  unauthorized 
disclosure. 

This  system  of  records  is  exempted  from 
all  subsections  cited  pursuant  to  exemption 
(k)  (5)  to  protect  the  Identity  of  confidential 
sources  of  Information  constituting  Inves¬ 
tigatory  material  compiled  solely  for  the  pur¬ 
pose  of  determining  suitability,  eligibility, 
or  qualifications  for  Federal  civilian  employ¬ 
ment,  Federal  contracts  or  access  to  classi¬ 
fied  Information.  The  exemption  does  not 
limit  access  to  that  portion  of  the  records 
in  the  system  which  are  not  exempted  or 
otherwise  protected  from  unauthorized  dis¬ 
closure. 

This  system  of  records  Is  also  exempted 
from  all  subsections  cited  pursuant  to  ex¬ 
emption  (k)  (6)  to  protect  those  testing  or 
examination  materials  used  solely  to  deter¬ 
mine  individual  qualifications  for  employ¬ 
ment  In  the  Federal  service  the  disclosure  of 
which  would  compromise  the  objectivity  or 
fairness  of  the  testing  or  examination 
process. 

Dated:  September  22, 1975. 

Lew  Allen,  Jr. 
Lieutenant  General,  USAF, 
Director,  NS  A/ Chief,  CSS. 

Maurice  W.  Roche, 
Director,  Correspondence  and 
Directives  OASD  (.Comptroller) . 

September  23,  1975. 

(FR  Doc.75-25716  Filed  9-24-75:8:45  amj 
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NOTICES 


VETERANS  ADMINISTRATION 
PRIVACY  ACT  OF  1974 
Employee  Policy  and  Procedure  Directive 

MP-1,  Part  n.  General  Administra¬ 
tive,  is  an  internal  manual  of  the  Vet¬ 
erans  Administration.  The  material  con¬ 
tained  in  Chapter  21,  “Access  to  Vet¬ 
erans  Administration  Systems  of  Rec¬ 
ords  Under  the  Privacy  Act  of  1974,”  is 
considered  to  be  of  sufficient  interest  to 
warrant  partial  publication  in  the  Fed¬ 
eral  Register.  Appendix  A  is  excluded 
because  it  consists  only  of  the  Privacy 
Act  of  1974,  Pub.  L.  93-579  (88  Stat. 
1896).  Appendix  B  is  excluded  because 
it  consists  only  of  the  proposed  systems  of 
records  of  the  Veterans  Administration. 
This  was  published  in  the  Federal  Regis¬ 
ter  on  August  26,  1975  (40  FR  38095). 
Appendix  C  is  excluded  because  it  is 
merely  a  cross  index  of  the  systems  of 
records  for  optional  use  by  employees 
and  considered  to  be  of  internal  interest 
only.  Forms  and  form  letters  referred  to, 
including  figure  1,  which  is  a  pattern  let¬ 
ter  to  use  in  certain  situations,  are  also 
excluded  as  being  of  internal  interest 
only.  Therefore  Chapter  21,  less  the  ma¬ 
terial  excluded  for  the  reasons  given,  is 
set  forth  below.  Any  of  the  excluded 
material,  however,  may  be  examined, 
copied,  or  obtained  in  accordance  with 
the  provisions  of  §§  1.550  through  1.559, 
title  38,  Code  of  Federal  Regulations  (40 
FR  12656,  March  20, 1975) . 

Approved:  September  19, 1975. 

R.  L.  Roudebush, 
Administrator. 
Septembee  27,  1976. 

Chapter  21.  Access  to  Veterans’  Adminis¬ 
tration  Systems  of  Records  Under  the 
Privacy  Act  of  1974 

1.  Purpose  and  scope,  a.  This  manual  of 
procedures  Is  published  pursuant  to  the  Pri¬ 
vacy  Act  of  1974,  6  U.S.C.  652a(f).  (See  Pub. 
L.  93-679,  appendix  A.)  It  establishes  or  ad¬ 
vises  of  procedures  whereby  an  Individual 
can: 

(1)  Request  notification  of  whether  the 
VA  maintains  or  has  disclosed  a  record  per¬ 
taining  to  him  or  her  In  any  system  of 
records; 

(2)  Requests  a  copy  or  other  access  to 
such  record  or  to  an  accounting  of  Its 
disclosure; 

(3)  Request  that  the  record  be  amended; 
and 

(4)  Appeal  any  Initial  adverse  determina¬ 
tion  of  any  such  request. 

b.  The  procedures  specified  herein  apply 
only  to  a  request  by  an  Individual  and  gov¬ 
ern  only  records  contamtng  personal  Infor¬ 
mation  maintained  in  the  following  systems 
of  records: 

(1)  The  systems  of  VA  records  listed  In 
appendix  B,  of  which  notice  has  been 
published  In  the  Federal  Register  pursuant 
to  section  662a  (e)  (4)  of  the  Privacy  Act; 

(2)  Those  records  contained  In  systems 
of  VA  records  which  are  not  contained  In 
govemmentwide  systems  of  personnel  rec¬ 
ords  of  which  notice  has  been  published  in 
the  Federal  Register  by  the  Civil  Service 
Commission.  (Note. — Requests  for  notifica¬ 
tion,  access  and  amendment  of  personnel 
records  maintained  by  the  VA,  which  are 
contained  In  sirstems  of  records  of  which 
notice  has  been  given  by  the  ClvU  Service 


Commission,  are  governed  by  the  Commis¬ 
sion's  notices.) 

(3)  Regulattcms  promulgated  pursuant  to 
drug  and  alcohol  abuse  legislation,  published 
in  the  Federal  Register  of  July  1,  1975  (40 
FR  27802)  by  the  Public  Health  Service,  De¬ 
partment  of  Health,  Bducation,  and  Welfare, 
will  take  precedence  over  the  Privacy  Act 
In  matters  dealing  with  confidentiality  of 
alcohol  and  drug  abuse  records,  until  such 
time  as  VA  regulations  are  promulgated. 

2.  Definitions,  a.  The  term  "Individual” 
means  a  citizen  of  the  United  States  or  an 
alien  lawfully  admitted  for  permanent  resi¬ 
dence. 

b.  The  term  “maintain”  Includes  maintain, 
collect,  use  or  disseminate. 

c.  The  term  "record”  means  any  item,  col¬ 
lection,  or  grouping  of  information  about  an 
Individual  that  Is  maintained  by  the 
Agency,  Including,  but  not  limited  to,  his 
or  her  education,  financial  transactions, 
medical  history;  and  that  contains  his  or 
her  name,  or  Identifying  number,  symbol, 
or  other  Identifying  particular  assigned  to 
the  Individual,  such  as  a  finger  or  voice  print 
or  a  photograph. 

d.  The  term  “system  of  records”  means  a 
group  of  any  records  imder  the  control  of 
the  Agency  from  which  Information  Is  re¬ 
trieved  by  the  name  oif  the  individual  or  by 
some  Identifying  number,  symbol,  or  other 
identifying  particular  assigned  to  the 
Individual. 

3.  Procedures  for  requests  pertaining  to 
individual  records  in  a  specific  record  sys¬ 
tem.  a.  Individuals  may  request  to  be  in¬ 
formed  whether  they  are  Included  In  any 
system  of  VA  records  of  which  the  existence 
and  character  have  been  published  as  a 
notice  In  the  Federal  Register.  However,  an 
individual  has  the  right  of  access,  under 
the  Privacy  Act,  only  to  records  which  are 
contained  in  these  systems  of  VA  records 
and  must  be  given  access  only  to  Informa¬ 
tion  which  Is  retrievable  based  on  the  Indi¬ 
vidual's  own  Identifiers. 

b.  For  records  In  a  specific  system  of  VA 
records  of  which  notice  has  been  published 
In  the  Federal  Register  and  listed  in  ap¬ 
pendix  B,  an  Individual  may: 

(1)  Obtain  notification  of  whether  the  VA 
maintains  a  record  pertaining  to  him  or  her 
In  such  a  system; 

(2)  Obtain  notification  of  whether  and  to 
whom  the  VA  has  disclosed  a  record  for 
which  an  accounting  of  disclosure  Is  required 
to  be  kept  and  made  available  to  him  or  her; 

(3)  Obtain  a  copy  of  a  record  pertaining 
to  him  OT  her  or  the  accounting  of  Its  dis¬ 
closure; 

(4)  Review  a  record  pertaining  to  him  or 
her  or  the  accounting  of  Its  disclosure  with 
or  without  a  person  of  the  Individual’s  own 
choosing  to  accompany  him  or  her; 

(5)  Request  correction  or  amendment  to 
his  or  her  specific  record. 

c.  An-lndlvldual  wanting  such  notification 
or  access  as  Indicated  in  subparagraph  3b 
above  should  mall  or  deliver  a  request  to  the 
office  concerned.  Although  VA  Regulation 
579(B),  (38  CFR  1.579(b)),  states  that  such 
requests  should.be  made  to  the  “office  having 
jurisdiction  over  the  system  or  systems  of  rec¬ 
ords,”  Individuals  should  be  encouraged  to 
follow  the  supplemental  Instructions  shown 
In  “Notice  of  Systems  of  Records”  (app.  B) . 
Each  specific  system  in  this  records  Inventory 
contains  a  “Notifications”  and  “Access”  sec¬ 
tion  which  Indicates  the  official  to  whom 
requests  should  be  directed.  Requests  can  be 
acted  on  more  promptly  and  thoroughly  when 
addressed  to  a  local  VA  station,  when  so  In¬ 
dicated.  If  the  Individual  does  not  know  the 
“office  concerned”  or  so  prefers,  the  request 
may  be  addressed  to  the  Director  or  Veterans 
Services  Officer  of  the  nearest  or  any  VA  field 


station  or  to  the  Administrator  of  Veterans 
Affairs  (271A) ,  Veterams  Administration  Cen¬ 
tral  Office,  Wkshlngton,  D.C.  20420.  Mall  re¬ 
quests  received  In  an  office  other  than  the 
office  of  Jurisdiction  will  be  forwarded 
promptly  to  the  office  of  jurisdiction,  clearly 
Identified  as  “Privacy  Act  Request,”  and  the 
requester  will  be  so  notified.  VA  Form  Letter 
07-17,  “Acknowledgment  of  'Request  Under 
the  Privacy  Act,”  may  be  used. 

(1)  Individuals  who  seek  access  to  VA 
records  under  the  Privacy  Act  should  specify 
the  system  of  records  by  the  name  under 
which  it  was  published  In  the  Federal  Reg¬ 
ister.  In  order  to  Identify  the  specific  system 
with  the  pertinent  VA  records  as  they  are 
known  Internally  within  the  Agency,  VA  per¬ 
sonnel  may  wish  to  refer  to  the  “Cross-Ref¬ 
erence  Index  of  System  Names”  (aq>p.  C). 
This  Index  shows  the  names  of  VA  records  as 
they  are  known  familiarly  within  the 
Agency  and  the  corresponding  formal  names 
as  published  In  the  Federal  Register. 

(2)  Requests  for  access  to  VA  records  In  a 
sp^fic  system  must  be  In  writing,  must  con¬ 
tain  the  printed  or  tyi>ewrltten  name  of  the 
Individual  to  whom  the  records  pertain,  and 
If  filed  by  the  legal  guardian  of  an  Incom¬ 
petent  person,  the  printed  or  typewritten 
name  of  the  legal  guardian  and  a  statement 
of  the  relationship  between  such  person  and 
the  Individual  to  whom  the  record  pertains, 
the  signature  of  the  person  making  the 
request  and  the  address  to  which  a  reply 
should  be  sent. 

(3 )  Each  request  should  state  the  nature  of 
the  Information  or  action  desired  and<8hould 
Identify  to  the  extent  feasible  the  record  and 
system  of  records  which  are  the  subject  of 
the  request. 

d.  Some  Individuals  will  request  to  be  In¬ 
formed  whether  the  VA  maintains  any  rec¬ 
ords  on  them.  A  request  may  read:  “Does 
the  VA  have  any  records  on  me?  If  so,  what 
are  they?”  Such  requests,  when  received  In 
field  stations,  will  be  referred  to  the  organi¬ 
zational  element  designated  by  the  Director 
(e.g..  Veterans  Services  Officer,  Chief  Admin¬ 
istrative  Officer,  Privacy  Act  Officer) .  Requests 
received  In  Central  Office  will  be  referred  'to 
the  Supervisor,  Central  Office  Veterans  Serv¬ 
ices  Unit  .372/ (271 A), 

(1)  If  the  Individual  has  Identified  hlm- 
self/herself  with  a  VA  file  number,  social 
security  number,  military  service  number,  or 
other  Identifying  data,  the  request  will  be 
Indexed  'by  Input  of  an  IDXIDX  type  trans¬ 
action  to  BIRLS  (Beneficiary  Identification 
and  Records  Locator  Subsystem) . 

(a)  When  the  BIRI£  reply  message  shows 
the  existence  of  a  VA  file  number  (C  or  SS) 
and  location  of  the  related  claims  folder,  the 
folder  will  be  reviewed  to  determine  which 
program  reconl(s)  (e.g.,  compensation  and 
pension,  education,  hospitalization)  are 
maintained  on  the  Individual.  If  the  claims 
folder  Is  located  In  another  office,  a  teletype 
message  will  be  dispatched  to  that  office  re¬ 
questing  such  review  and  reply  by  teletjrpe. 
At  the  discretion  of  management,  particu¬ 
larly  If  a  non-specific  request  Is  received  In 
Central  Office  or  In  a  health  care  facility, 
such  request  may  be  referred  for  this  action 
to  the  office  having  possession  of  the  claims 
folder. 

(b)  Tf  the  BIRLS  reply  message  contains 
an  Indication  of  an  active  or  Inactive  in¬ 
surance  record.  It  may  be  assumed  that  the 
VA  malntams  an  insurance  record  on  the 
Individual. 

(c)  Identified  requests  will  be  answered 
to  the  effect  that: 

The  Veterans  Administration  Is  maintain¬ 
ing  records  concerning  you  In  the  following 
system (s)  of  records:  (list  the  specific  sys- 
tem(s),  using  the  sjrstem  tltle(s)  as  pub¬ 
lished  In  the  Federal  Register  (app.  B) ) .  If 
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you  believe  the  VA  may  have  records  con¬ 
cerning  you  in  any  other  system  of  records, 
we  will  be  glaul  to  check  further  for  you  If 
you  Identify  the  system  and  provide  the  in¬ 
formation  stated  In  the  “Notification”  sec¬ 
tion  of  the  system  listing. 

(2)  If  the  BIRLS  response  is  negative  or 
If  the  request  contains  insufficient  identi¬ 
fying  information  for  input  to  BIRLS,  the 
individual  will  be  advised  of  the  require¬ 
ments  for  Individual  identification  and  that 
he  or  she  should  indicate  the  specific  pro¬ 
gram  records  (e.g.,  loan  guaranty,  insurance, 
education,  hospitalization)  for  which  noti¬ 
fication  Is  requested. 

4.  Times,  places,  and  requirements  for 
identification  of  individuals  making  re¬ 
quests.  a.  Personal  contacts  should  normally 
be  made  during  the  regular  duty  hours  of 
the  office  concerned,  which  are  8  ajn.  to 
4:30  p.m.,  Monday  through  Friday  for  VA 
Central  Office  and  most  field  stations. 

b.  Identification  of  the  Individual  request¬ 
ing  the  Information  will  be  required  (except 
In  cases  where  the  Information  requested 
would  be  available  to  the  public  under  the 
Freedom  of  Information  Act,  5  U.S.C.  552) 
consisting  of  name,  signature,  address,  and 
claim,  Insiirance  or  other  Identifying  file 
number.  If  any,  as  a  minimum.  Additional 
Identifying  data  or  documents  may  be  re¬ 
quired  where  the  Information  Involves  sensi¬ 
tive  medical,  psychological  or  other  mate¬ 
rial.  ( See  par.  6g) . 

c.  If  the  Individual  elects  to  Inspect  a 
record  in  person  and  desires  to  be  accom¬ 
panied  by  not  more  than  one  other  person, 
the  individual  will  present  to  the  VA  official 
concerned,  a  signed  statement  authorizing 
disclosure  In  the  presence  of  the  accom- 
panylng-named  person.  VA  Form  07-5571, 
"Authorization  To  Disclose  a  Record  in  the 
Presence  of  a  Third  Party,”  may  be  used. 
One  VA  official  must  also  be  present  at  all 
times  during  a  personal  review  of  a  record 
to  insure  the  integrity  of  the  record. 

5.  Disclosure  of  requested  information  to 
individuals,  a.  Responses  to  requests  pursu¬ 
ant  to  paragraph  3  above  normally  will  be 
made  within  ten  days  of  receipt  (excluding 
Saturdays,  Sundairs  and  legal  public  holi¬ 
days).  If  unable  to  do  so,  an  acknowledge¬ 
ment  of  written  requests  will  be  sent  within 
ten  days  of  receipt  (excluding  Saturdays, 
Sundays,  and  legal  public  holidays) .  VA 
Form  Letter  07-17  Is  available  for  this  pur¬ 
pose. 

b.  If  a  form  letter  response  Is  In  order, 
rather  than  a  routine  acknowledgment,  VA 
Form  Letter  07-18,  “Reply  to  Request  Under 
the  Privacy  Act,”  may  be  used  to: 

(1)  Indicate  when  and  where  the  rec¬ 
ords  will  be  available  for  personal  Inspec¬ 
tion; 

(2)  Transmit  a  copy  of  the  Information  re- 1| 
quested; 

(3)  Indicate  whether  the  copy  will  be  held 
pending  receipt  of  fees  to  cover  the  cost  of 
copying  documents; 

(4)  Advise  that  the  system  of  records 
named  by  the  Individual  does  or  does  not 
contain  a  record  pertaining  to  him  or  her; 

(5)  Advise  of  acceptance  of  an  amendment 
to  an  individual’s  records. 

c.  When  an  Individual  presents  a  request 
In  person,  that  Individual  will  be  told 
whether  he  or  she  can  be  granted  Immediate 
access  and  the  location  at  which  he  or  she 
will  be  granted  access. 

6.  Special  procedures:  sensitive  informa¬ 
tion — medical,  psychological,  and  other,  a. 
Sensitive  Information  Is  Information  which 
may  have  an  adverse  effect  on  an  Individual, 
a  member  of  the  Individual’s  family,  or  a 
VA  employee.  It  may  be:  Information  that 
could  be  prejudicial  to  a  person’s  mental  or 
physical  health;  information  that  an  Individ¬ 


ual  could  not  be  expected  to  fully  understand 
or  accept  because  It  Is  contrary  to  his  or 
her  own  views;  Information  which  contains 
Implications  requiring  explanation  or  Inter¬ 
pretation  by  an  Intermediary,  to  assist  In  Its 
acceptance  and  assimilation  In  order  to 
preclude  misinterpretation  and  adverse  re¬ 
actions  or  retaliatory  consequences  toward 
others;  or  Information  which  could  be  con¬ 
strued  as  personally  embarrassing  to  an  in¬ 
dividual  or  family  member.  There  are  four 
principal  categories  of  sensitive  Information: 

(1)  Medical,  Including  alcohol  and  drug 
abuse  Information,  social  disease  Informa¬ 
tion,  or  similar  professional  or  technical 
information; 

(2)  Psychological  Information  acquired  by 
either  a  DM&S  or  DVB  psychologist; 

(3)  Information  In  criminal,  civil,  or  ad¬ 
ministrative  records; 

(4)  Information  regarding  discharges  from 
the  Armed  Forces  under  conditions  other 
than  honorable. 

b.  An  Individual  wanting  to  review  records 
In  a  health  care  facility  medical  file,  a  per¬ 
sonnel  health  record  or  medical  portion  of 
a  claims  folder  will  be  permitted  to  do  so 
and,  on  request,  will  be  furnished  a  copy 
of  all  or  any  portion  of  the  records  that  are 
non-sensitive. 

c.  When  a  request  Involves  medical  Infor¬ 
mation  In  a  claims  folder  and  the  respon¬ 
sible  regional  office  personnel  believe  that  the 
Information  is  sensitive,  the  request  and  re¬ 
lated  record  will  be  referred  to  the  appro¬ 
priate  VA  health  care  facility  for  decision 
concerning  the  appropriate  method  of  dis¬ 
closure  and  processing  by  professional  medi¬ 
cal  staff. 

d.  A  request  for  disclosure  of  sensitive 
medical  Information  will  be  referred  to  a 
physician  or  other  professional  person  with 
the  necessary  professional  qualifications  to 
properly  Interpret  and  communicate  the  In¬ 
formation  desired.  This  professional  person 
may  be  selected  by  the  Individual  provided 
the  selectee  meets  VA  professional  standards 
or  is  licensed  In  the  appropriate  professional 
specialty. 

e.  When  a  request  Involves  phychological 
data  and  testing  materials,  the  request  and 
records  will  be  referred  to  a  professional 
psychologist  for  decision  concerning  the  ap¬ 
propriate  method  of  disclosure  and  process¬ 
ing.  The  psychologist  may  be  selected  by  or 
from  VA  or  by  the  Individual  provided  the 
selectee  meets  VA  professional  standards  or 
Is  licensed  In  the  specialty. 

f.  When  a  request  Involves  sensitive  non- 
medical  or  non-psychologlcal  Information, 
the  request  and  records  will  be  referred  to 
the  department,  staff  office,  or  field  station 
head  or  designee  for  review  and  decision 
concerning  the  appropriate  tirpe  of  dls- 

,  closure. 

g.  When  ixiedlcal  or  other  sensitive  Infor¬ 
mation  Is  to  be  released,  the  Individual  will 
be  required  to  submit  additional  informa¬ 
tion  as  determined  necessary  to  verify  Iden¬ 
tity  and  to  provide  assurance  that  the  In¬ 
dividual  Is  not  Improperly  requesting  or  ob¬ 
taining  access  to  records  pertaining  to  some¬ 
one  else.  The  verification  of  Identity  will  con¬ 
sist  of  a  signed  statement  asserting  the  In¬ 
dividual’s  Identity.  The  signed  statement  will 
also  Include  the  stipulation  that  the  In¬ 
dividual  understands  that  knowingly  or 
willfully  seeking  or  obtaining  access  to- rec¬ 
ords  about  someone  else  under  false  pre¬ 
tenses  Is  punishable  by  a  fine  up  to  $5,000.  A 
notarized  statement  or  other  reasonable 
means  of  verification  will  be  accepted  when 
determined  appropriate. 

7.  Request  for  correction  or  amendment  to 
record,  a.  An  Individual  may  request  amend¬ 
ment  of  a  record  pertaining  to  him  or  her  In 
a  specific  VA  system  of  records  by  mailing 
or  delivering  the  request  to  the  office  con¬ 


cerned  (see  par.  3c  above). 

b.  Such  request  must  be  In  writing  and 
must  conform  to  the  requirements  In  para¬ 
graph  3c  above.  It  must  also  state  the  nature 
of  the  Information  In  the  record  the  In¬ 
dividual  believes  to  be  Inaccurate,  Irrelevant, 
untimely,  or  Incomplete  and  the  amendment 
desired.  It  must  state  concisely  why  it  Is 
believed  to  be  Inaccurate,  Irrelevant,  un¬ 
timely,  or  Incomplete. 

c.  The  requester  will  be  advised  of  the 
title  and  address  of  the  VA  official  who  can 
assist  in  preparing  the  request  to  amend  the 
record.  If  assistance  Is  desired. 

8.  Agency  review  of  request  for  correction 
or  amendment  to  record,  a.  Not  later  than 
10  days  (excluding  Saturdays,  Sundays  and 
legal  public  holidays)  after  the  date  of 
receipt  of  a  request  to  amend  a  record,  the 
VA  official  concerned  will  acknowledge  In 
writing  such  receipt  and.  If  a  determination 
has  not  been  made.  Inform  the  Individual 
when  he  or  she  may  expect  to  be  advised  of 
action  taken  on  the  request.  VA  Form  Letter 
07-17  may  be  used  for  this  purpose. 

b.  Where  the  VA  agrees  with  the  Individ¬ 
ual’s  request  to  amend  his  or  her  record (s) 
the  mandates  of  VA  Regulations  576(C)  (4) 
and  577(B),  (38  CFR  1.576(c)(4)  and  1.577 
(b) ),  will  be  followed.  ’The  record(s)  will  be 
corrected  promptly  and  the  Individual  will 
be  advised  promptly  of  the  correction.  VA 
Form  Letter  07-18  may  be  used  for  this  pur¬ 
pose.  If  the  record  has  previously  been  dis¬ 
closed'  to  any  person  or  agency,  and  an  ac¬ 
counting  of  the  disclosure  was  made,  prior 
recipients  of  the  record  will  be  Informed  of 
the  correction.  VA  Form  Letter  07-19,  “Noti¬ 
fication  to  Other  Person  or  Agency  of  Amend¬ 
ment  to  a  Record,”  may  be  used. 

c.  If  the  field  station  director,  or  the  de¬ 
partment  or  staff  office  head  or  designee  de¬ 
termines  not  to  grant  all  or  any  portion  of 
the  request  to  amend  a  record,  the  official 
will  promptly  notify  the  Individual  in  writ¬ 
ing.  The  notice  will  specify  the  reasons 
therefor,  and  will  advise  that  the  denial  may 
be  appealed  to  the  Administrator  Veter¬ 
ans  Affairs  and  of  the  procedures  for  such  an 
appeal.  VA  Form  Letter  07-20,  “Notification 
of  Initial  Refusal  To  Amend  a  Record,”  may 
be  used. 

9.  Appeal  of  initial  adverse  agency  deter¬ 
mination  on  correction  or  amendment,  a. 
After  receipt  by  an  Individual  of  an  adverse 
determination  concerning  any  request  made 
under  paragraph  8  above,  the  Individual  may 
appeal  to  the  Administrator  of  Veterans  Af¬ 
fairs.  The  appeal  should  be  by  letter,  mailed 
or  delivered  to  the  Office  of  the  Administrator 
of  Veterans  Affairs,  810  Vermont  Ave.,  NW., 
Washington,  D.C.  20420.  The  letter  of  appeal 
should  state  clearly  the  reasons  why  the  ad¬ 
verse  determination  should  be  reversed.  It 
should  also  Include  any  additional  perti¬ 
nent  information. 

b.  The  determination  on  such  appeal  will  be 
made  not  later  than  30  days  (excluding  Sat¬ 
urdays,  Sundays  and  legal  public  holidays) 
from  the  date  the  Individual’s  letter  of  appeal 
Is  received,  unless  the  Administrator  or  Dep¬ 
uty  Administrator,  for  good  cause  shown,  ex¬ 
tends  such  30  day  period.  If  the  30  day  period 
Is  so  extended,  the  Individual  will  be  notified 
promptly  of  the  reasons  for  the  extension  and 
the  date  on  which  a  final  determination  may 
be  expected.  The  final  determination  In  such 
appeals  will  be  made  by  the  Administrator  or 
Deputy  Administrator. 

c.  If  the  Administrator  or  Deputy  Adminis¬ 
trator  finds  that  the  adverse  determination 
should  be  reversed,  appropriate  action  will  be 
taken  and  the  individual  will  be  notified 
promptly  In  writing  of  the  corrective  action. 
Previous  recipients  of  the  record  will  be  In¬ 
formed  of  the  correction. 

d.  If  the  Administrator  or  Deputy  Adminis¬ 
trator  determines  that  the  adverse  determl- 
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nation  will  not  be  reversed,  the  Individual 
will  be  notified  promptly  In  writing  of  that 
determination,  the  reasons  therefor,  and  of 
his  or  her  right  to  seek  Judicial  review  of  the 
decision  pursuant  to  section  3  of  the  Privacy 
Act  (6  U.S.C.  552a(g)).  Figure  1  contains 
guide  paragraphs  which  may  be  used  or 
adapted  as  appropriate. 

e.  If  the  adverse  determination  Is  sustained 
by  the  Administrator  or  Deputy  Administra¬ 
tor,  the  Individual  will  also  be  advised 
promptly  of  his  or  her  right  to  file  a  concise 
statement  of  reasons  for  disagreeing  with  the 
refusal  to  amend.  The  statement  may  contain 
Information  which  the  Individual  believes 
shovdd  be  substituted. 

f.  When  an  individual  files  a  statement  dis¬ 
agreeing  with  the  Agency’s  decision  not  to 
amend  a  record,  the  record  will  be  clearly 
annotated  so  that  the  fact  that  the  record  Is 
disputed  is  apparent  to  anyone  who  may  sub¬ 
sequently  access,  use  or  disclose  It.  When  the 
disputed  record  is  disclosed  to  persons  or 
other  agencies,  the  fact  of  the  dispute  will  be 
clearly  noted.  Copies  of  the  statement  of  dis¬ 
agreement  will  be  provided  as  well  as  copies 
of  a  concise  statement  of  the  reasons  of  the 
Agency  for  not  meiklng  the  amendments 
requested. 

g.  A  decision  by  either  the  Administrator  or 
the  Deputy  Administrator  pursuant  to  sub- 
paragraph  (d)  above  Is  final  and  will  not  be 
subject  to  petition  lor  administrative  recon¬ 
sideration.  It  is  subject  to  Judicial  review  In 
the  district  court  of  the  United  States  In 
which  the  complainant  resides,  or  has  his  or 
her  principal  place  of  business,  or  in  which 
the  VA  records  are  located,  or  In  the  District 
of  Columbia. 

h.  The  complainant  will  be  advised  of  the 
title  and  address  of  the  VA  official  who  will 
advise  him  or  her  of  the  provisions  for  Judi¬ 
cial  review,  If  such  assistance  is  desired. 

10.  Disclosure  of  record  to  person  other 
than  the  individual  to  whom  it  pertains. 

a.  The  Veterans  Administration  will  not  dis¬ 
close  any  record  contained  in  a  system  of  VA 
records  by  any  means  of  communication  to 
any  person  or  any  other  agency  except  by 
written  request  of  or  prior  written  consent 
of  the  Individual  to  whom  the  record  pertains 
unless  such  disclosure  is  permitted  under  VA 
Regulation  576  (38  CFR  1.676).  VA  Form 
Letter  07-21,  "Request  for  Individual’s  Con¬ 
sent  to  Disclose  Records,”  may  be  vised  to 
request  consent. 


b.  If  the  request  for  access  Is  mqde  orally 
by  a  person  other  than  the  Individual  to 
whom  the  record  pertains,  a  VA  Form  119, 
“Report  of  Contact,”  will  be  prepared.  A  copy 
will  be  enclosed  with  VA  Form  Letter  07-21. 

c.  As  noted  In  paragraph  4c  above,  a  VA 
official  must  be  present  at  all  times  during 
a  personal  review  of  a  record  to  Insvire  the 
Integrity  of  the  record. 

d.  ’The  Privacy  Act  of  1974  does  not  author¬ 
ize  disclosure  of  a  record  to  members  of  Con¬ 
gress  acting  in  their  Individual  capacities 
without  the  consent  of  the  Individual  to 
whom  the  record  pertains.  However,  when  an 
Individual  member  of  Congress  requests  dis¬ 
closure  of  a  constituent’s  record  and  encloses 
a  letter  (or  copy)  from  the  constituent  which 
requests  the  Congressman’s  assistance,  such 
Inquiry  to  the  Congressman  will  be  construed 
as  written  consent  of  the  Individual  to  whom 
the  record  pertains. 

e.  An  accounting  Is  required  for  disclosures 
outside  the  Agency,  even  when  such  dis¬ 
closure  Is  at  the  request  of  the  individual, 
except  when  disclosure  is  to  VA  employees 
who  have  a  need  for  access  in  the  perform-  , 
ance  of  their  official  duties  or  when  disclosure 
would  be  required  under  the  Freedom  of  In¬ 
formation  Act.  A  separate  accounting  In  each 
Individual  record  is  not  required  In  such  ac¬ 
tions  as  transfer  of  payroll  or  benefit  check 
data  to  the  Treasury  Department  provided 
the  accounting  Information  can  be  con¬ 
structed  when  requested  by  the  Individual. 
The  accounting  will  consist  of  the  date,  na¬ 
ture,  and  purpose  of  each  disclosure,  and 
the  name  and  address  of  each  person  or 
agency  to  whom  the  disclosure  Is  made.  The 
accounting  record  may  be  maintained  on  VA 
Form  07-6672,  “Record  of  Disclosure  of  In¬ 
formation  Under  Privacy  Act,”  by  creation 
of  extra  copies  of  the  written  transactions, 
on  appropriately  adapted  data  sheets,  or  In 
any  other  manner  that  will  constitute  a  rec¬ 
ord.  The  accounting  of  disclosure  will  be  re¬ 
tained  for  at  least  5  years  after  the  disclosure 
for  which  the  accounting  Is  made  or  the  life 
of  the  record,  whichever  Is  longer. 

11.  Fees.  a.  No  fee  will  be  charged  for  any 
search  or  review  of  the  record. 

b.  No  fee  will  be  charged  an  Individual  for 
making  a  single  copy  of  ten  or  less  pages  of 
the  Individual’s  record.  A  fee  of  6  cents  per 
reproduction  Image  will  be  charged  for  all 
reproductions  frmn  all  types  of  copying  proc¬ 
esses  If  more  than  ten  pages  are  requested. 

c.  No  fee  will  be  charged  for  making  copies 


as  a  necessary  part  of  the  process  of  making 
the  record  av^able  for  review.  Computer 
printouts  ;or  printouts  from  microforms,  for 
example,  will  be  provided  free  when  there 
are  no  reasonable  means  for  access  by  the 
individual  by  use  of  computer  terminals  or 
microform  readers. 

d.  No  fee  will  be  charged  for  copies  when 
It  Is  determined  that  access  can  be  reasonably 
granted  only  by  providing  ct^les  In  such  sit¬ 
uations,  for  example,  as  when  Indlvldiials 
cannot  be  expected  to  visit  an  office  In  per¬ 
son,  because  of  physical  condltlcm  or  geo¬ 
graphical  location. 

e.  Nonpajrment  of  a  fee  because  of  stated 
Inability  to  pay  or  other  reasons  considered 
acceptable  to  a  department,  staff  office,  or 
field  station  head  or  designee  will  not  be  a 
bar  to  furnishing  copies. 

f.  When  an  Individual  requests  such  serv¬ 

ices  as  certification,  authentication,  or  other 
special  services  not  required  under  the  Pri¬ 
vacy  Act,  fees  In  addition  to  those  required 
for  copying  will  be  assessed  In  accordance 
with  VA  Regulation  679(E)(2)  (88  OPR 

1.679(e)(2)). 

12.  Penalties,  a.  Any  VA  officer  or  employee 
who,  by  virtue  of  his  or  her  employment  or 
official  position  has  possession  of  or  access  to 
VA  records  which  contain  Individually  iden¬ 
tifiable  Information;  the  dlscloerure  of  which 
Is  prohibited  by  VA  Regulation  676(E)  (38 
CFR  1.676(e)),  knowing  that  disclosure  of 
the  specific  material  Is  so  prohibited,  willfully 
discloses  the  material  In  any  manner  to  any 
person  or  agency  not  entitled  to  receive  It, 
shall  be  guilty  of  a  misdemeanor  and  fined 
not  more  than  $6,000. 

b.  Any  VA  officer  or  enqiloyee  who  willfully 
maintains  a  system  of  records  without  meet¬ 
ing  the  notice  requirements  of  VA  Regula¬ 
tion  678(D)  (38  CFR  1.678(d))  shall  be 
guilty  of  a  misdemeanor  and  fined  not  more 
than  $5,000. 

c.  Any  person  who  kpowlngly  and  wlllfuUy 
requests  or  obtains  any  record  concerning  an 
Individual  from  the  VA  imder  false  pre¬ 
tenses  shall  be  guilty  of  a  misdemeanor  and 
fined  not  more  than  $6,000. 

d.  When  a  court  finds  that  an  agency  has 
acted  willfully  or  Intentionally  In  Violation 
of  the  Privacy  Act  In  such  a  manner  as  to 
have  an  adverse  effect  upon  an  Individual 
(there  was  Injury  or  harm  to  the  Individual) , 
the  United  States  will  be  required  to  pay 
actual  damages  or  $1,000,  whichever  Is 
greater,  and  court  costs  and  attorney  fees. 

(FR  Doc.76-26566  FUed  6-24-75;8:46  am] 
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NATIONAL  TRANSPORTATION  SAFETY 
BOARD 

IMPLEMENTATION  OF  PRIVACY  ACT  OF  1974 
Supplemental  Notice  of  Systems  of  Records  and 
Proposed  Routine  Uses  Thereof 

Pursuant  to  the  requirements  of  the  Privacy  Act  of  1974  (Pub.  L. 
93-579)  as  prescribed  in  5  U.S.C.  SS2a(eK4),  notice  is  hereby  given 
of  the  existence  and  character  of  two  additional  systems  of  records 
maintained  by  the  National  Transportation  Safety  Board  and  of  the 
routine  uses  thereof.  The  two  systems  of  records,  and  routine  uses 
thereof,  hereby  added  are:  “Equal  Employment  Opportunity  Com¬ 
plaint  Records"  and  “Privacy  Act  Requests  Records.” 

Public  comment  is  scdicited.  Comments  should  be  submitted  on 
or  before  October  22,  1975,  to  the  General  Counsel,  National 
Transportation  Safety  Board,  800  Independence  Avenue,  SW., 
Washington,  D.C.  20594. 

September  22,  1975. 

25Fritz  L.  Puls, 

26General  Counsel. 

NTSB— 7 

System  name:  Equal  Employment  Opportunity  Complaint 
Records— NTSB. 

System  location:  National  Transportation  Safety  Board 
SOOIndependence  Avenue,  S.W. 

Washington,  D.C.  20594 

Categories  of  individnals  covered  by  the  system:  Employees  of  the 
Board  or  job  applicants  who  ffle  comiriaints  of  discrimination  with 
the  Board. 

Categories  of  records  in  the  qrstem:  Investigative  fUes  pertaining 
to  equ^  employment  opportunity  complaints  and  problems. 

Authority  for  maintenance  of  the  system:  Executive  Order  11478; 
Pub.  L.  92-261;  Civfl  Service  Regulations  (5  CFR  Part  713);  Federal 
Personnel  Manual,  Chapter  713. 

Routine  uses  of  records  maintained  in  the  system,  inciudi^  catego¬ 
ries  of  users  and  the  purposes  of  sodi  uses:  Used  by  Directin'  of 
Equal  Employment  Opportunity,  EEO  counselors,  investigators, 
and  other  agency  employees  a^  their  representatives  \riiere  ap¬ 
propriate  to  resolve  discrimination  complaints.  When  appeals  are 
takeit,  may  be  reviewed  by  officials  of  Civil  Service  Bo^  ai  Ap¬ 
peals  and  Review,  itfficers  of  the  courts,  and  attorneys  for  the 
parties. 

Policies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  qrstem: 

Storage:  Records  are  maintained  in  individual  file  folders. 
Retrievability:  Indexed  by  name  of  complainants. 

Safeguards:  Folders  are  located  in  lockable  metal  file  cabinets  to 
which  access  is  contndled  by  a  Board  employee. 

Retention  and  disposal:  Files  are  retained  and  disposed  of  in  ac¬ 
cordance  with  general  records  disposal  schedules  prescribed  by  the 


General  Services  Administration. 

System  managerfs)  and  address:  Director  of  Equal  Employment 
Opportunity 

National  Transportation  Safety  Board 
SOOIndependence  Avenue,  S.W. 

Washington,  D.C.  20594 

Notification  procedure:  Address  inquiries  to  Systems  Manager. 
Record  access  procedures:  Procedures  are  detailed  in  NTSB  regu- 
laUon,  49  CFR  Part  802  (40  FR  40134,  August  29, 1975). 

Contesting  record  procedures:  Same  as  above 
Record  source  categmles:  Persons  filing  complaints,  their 
representatives,  EEO  officials,  and  persons  sdfected  by  or  having 
an  involvement  in  the  area  covered  by  the  complaint. 

NTSB— 8 

System  name:  Privacy  Act  Request  Records — NTSB. 

System  location:  National  Transportation  Safety  Board 
800  Independence  Avenue,  S.W. 

Washington,  D.C.  20594 

Criegories  of  individuals  covered  by  tf'e  system:  Individuals  who 
have  requested  personal  information  from  the  records  systems  of 
the  Safety  Board. 

Categories  of  records  in  the  system:  Requests  from  the  individual, 
and  related  correspondence  and  memoranda. 

Authority  for  maintenance  of  the  system:  5  U.S.C.  552a,  sec.  2. 
Routine  uses  of  records  maintained  in  the  system,  including  catego¬ 
ries  of  users  and  the  purposes  of  such  uses:  Used  by  Safety  Board 
enqdoyees  to  record  and  efficiently  process  requests  made  under 
die  Privacy  Act  of  1974.  Users  are  each  system  manager  for  a 
record  system  covered  by  the  Privacy  Act,  and  those  employees 
under  his  supervision  who  maintain  and  control  the  files  fmr  which 
a  request  is  made  under  the  provisions  the  Act 
Policies  and  practices  for  storing,  retrieving,  accessing,  retaining, 
and  disposing  of  records  in  the  system: 

Storage:  Records  are  maintained  in  individual  file  folders. 
Retrievability:  Indexed  by  name  of  requester. 

Safeguards:  Folders  are  located  in  lockable  metal  file  cabinets  to 
which  access  is  contixdled  by  a  Board  employee  assigned  such 
responsibility. 

Retention  and  disposal:  Files  are  retained  and  disposed  of  in  ac¬ 
cordance  with  general  records  disposal  schedules  prescribed  by  the 
General  Services  Administration. 

System  manager(s)  and  address:  Director  of  Administration 
National  Transportation  Safety  Board 
800  Independence  Avenue,  S.W. 

Washington,  D.C.  20594 

Notification  procedure:  Address  inquiries  to  Systems  Manager. 
Record  access  procedures:  Procediues  are  detailed  in  NTSB  emu¬ 
lation,  49  CFR  Part  802  (40  FR  4(M34,  August  29, 1975). 

Contesting  record  procedures:  Same  as  above. 

Record  source  categories:  Individuals  requesting  access  to  records 
and  employees  processing  such  requests. 
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Public  Papers  of  the  Presidents 
of  the  United  States 


Annual  volumes  containing  the  public  messages  and  statements,  news 
conferences,  and  other  selected  papers  released  by  the  White  House. 
Volumes  for  the  following  years  are  now  available : 
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